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1.  O6mue nonoxenus

1.1. Ha3HaveHue JOKyMEHTa

1.1.1. Hacrosmmit mOKyMeHT ompezenser Ha0oOp TMpaBWI H TpOUEAyp obecHedeHus
MH(POPMALMOHHOM 6€30IIaCHOCTH B aBTOMATH3HPOBaHHOM cucreme (manee - AC) I'ocynapcTBeHHOTo
OIOIKETHOTO  yupexxaeHHs PocTOBCKoM — ob6nacTu «Jletckas  ropoackas  6GompHEHIa  Noly
B T. PocToBe-Ha-JloHy (nasee - Vupexnenue).

1.1.2. Hapymenme npaBun u mpomenyp obecredeHus uH(OPMaIMOHHOK 6e30macHoCTH,
ONpeeNneHHbIX HacTosAmmM Ilomoxenuem, BleUsT MaTepHATBEYIO, JUCHMIUTAHAPHYIO, IPAXIAHCKYIO,
aJIMMHUCTPaTHUBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTD.

1.2.  Ileas xoxymenTa

1.2.1. OcHoBro#t nenpio IlonoXeHHMs SBISETCS CO3JAAaHHE YCIOBHN I GE30MACHOTO W
becnepeGoiinoro  dynkuuonnpoanus AC  YUpexOeHHs B  COOTBETCTBHH  C TpeOGOBaHUSIMY
JEHCTBYIOLIETO 3aKOHOAATEILCTRA.

1.3. O6aacTb npuMeHeHHs JOKYMEHTa

1.3.1. Hacrosmee ITonoxeHnue nprumMeHseTcst B OTHOIEHAH 065eKTOB 3amuThl AC VupesiicHus
K o6wexram 3amuter AC VYupexneHus, OTHOCSITC:

—  3amumaeMas HH)OpMAIIus;

—  CpeIcTBa 3alUTH HHYOPMAITUH;

—  cpexacTsa KpunrorpaGuueckoi 3amuTe HHQOPMAIKY;

—  cpema (QYHKIHMOHHPOBAHHS CPEICTB 3alWThi WH(GOPMALMH (CPENCTBA BHIYHCIMTEIHLHOMN
TE€XHUKH, CHCTEMHOE U npukiaagHoe [10); ;

—  mob6asg nHGOpMaNHs, OTHOCIINAACS K CHCTEME 32IUTe HHDOPMAIIUH;

—  JOKYMEHTEI, JieNa, )KypHaJIbl, KApTOTSKH, U3/IaHuUs, TEXHUIECKHUE JOKYMEHTBI, BUAEO -, KHHO
- ¥ poToMaTepHabl, paboure MATEPHAIIEI U T.11., B KOTOPBIX OTpaXkeHa 3arHInaeMas HHOPMAIIHS;

—  HOCHTEH 3aIIUIacMol HHPOpPMALUK ¥ MOOUIIEHBIE YCTPOUCTBA;

= UCIOJIb3yeMble HHOOPMAlMOHHOM CHCTEMON Kauaysl (JIMHHM) CBSI3H, BKIIFOYAsT KaOe bib! -
CHCTEMBEI,

—  TOMEILIECHHSs, B KOTOPBIX HAXOAATCS KOMIOHEHTH! AC YupexIeHus.

1.3.2. K 3amumaemoit urdopmaryn B AC VupexeHns OTHOCATCS CBEIEHHS, OTHECEHHBIE
KaTeropud KOH(QHACHIHMATBHEIX B COOTBETCTBHH ¢ Ykazom [Ipesumenta P® or 6 mapra 1997 r. N 1§
«O6 yTBEpXKIEHHM IEPEYHs CBEICHHH KOHQHACHIMANEHOTO XapaKTepa», B TOM YHCJIE HHPOPMAIH’
COACpKaliasi MEPCOHAIbHBIE JaHHBIE, KacalOLIMECs COCTOSHUS 37I0POBbS CYOBEKTOB IEPCOHAIBHBIX
NaHHBIX (BpadeOHas TaitHa). Takke, K 3ammmaeMod wWH(GOPMAIMH, OTHOCHTCS CJIEAYIOMIAs
COIIyTCTBYIOLIAsl HH(MOPMAIIHSI:

—  IepedYeHb COCTaBHBIX 4yacTedl AC YupexaeHus, yuacTBYIOIIUX B 00pabOTKe 3aluInacMoin
uHbopmayu;

—  COCTaB BO3MOXHBEIX ys3BEUMocTed AC VupexaeHus, BO3MOXHBIX IOCIEACTBHH OT
peanu3anuu yrpo3 6e3omacHOCTH HHGOpMArwiy Ul HApYIIeHWs CBOWCTB 0€30MaCHOCTH HH(pOpPMAIHK
(KOH(HUIEHIHATEHOCTD, IETOCTHOCTD, JOCTYIHOCTS):

—  CTPYKTYPHO-(QYHKIHOHATBbHBIE XapaKTEPUCTUKA, BKIFOUAIONIHE CTPYKTYpy u coctaB AC
Yupexnenus, usuueckue, (pyHKIMOHAIBHBIE W TEXHONOTHYECKME B3AUMOCBS3H MEXIY COCTARHEIM™
9JaCTSIMH M B3aUMOCBA3M C HMHBIMH CHCTEMaMH, PEXHUMBI 00pabOTKM HHGOpMAIlMA B TEJIOM W
OTZEIbHBIX COCTaBHBIX YaCTHX;

—  MEpHI M CPEICTBA 3aLUTH UHHOPMAIUH, IIPUMETSIEMBIC B Y UpEkKICHUH;

—  CBEICHHS O peallM3alluU CHCTEMBI 3aIUUThl HHGOPMAIUHN B YUPEKICHHH.

1.3.3. Hacrosumm ITosoxeH#eM DPYKOBOJACTBYIOTCS COTPYIHHKH YUPEKICHHS, 3aMEINAROILk .
JOJDKHOCTH, TPENyCMATPUBAOLIME OCYIIECTBICHNE IOCTYIIA K 00bEKTaM 3aIlUTHL.

1.4.  OcHoBHbIE BHIBI H COCO0L! 00paboTKn 3ammumaeMoli mudopManun

1.4.1. O6pabotka 3amumaeMoi HEGOPMAYA NPOM3BOUTCS KAK C MCIONB30BAHHMEM CPEICTB
BBIYHCIIUTEILHOM TEXHUKY (aBTOMATU3HPOBaHHAS 00pa0oTKa), TaK K O€3 HCIOIL30BAHMS TAKUX CPEICTB.
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1.4.2. OcHoBHBIMH criocOGaMy 06PAGOTKH 3alIHITAEMOd MH(DOPMAIHY SIBISIOTCS: cOOP. 3aIIHCE.
CHCTEMATH3allks, HAKOIJICHHE, XPaHEHWE, YTOYHEHHe (OOHOBJIEHHE, M3MEHEHHE), W3BJIEUYCHHUE.
UCTIONB30BaHME, Tepefada  (PacIpoCTpaHEHHE, IPEeIOCTaBIEHHE,  JOCTYN), OOE3THYMBAHHE
OIOKMpOBaHKe, yHaTeHHE U YHHYTOXEHHE.

1.5.  Kareropuu cy6nexron I

1.5.1. OcHoBHBIME KaTeropusmu cy6bexTor 1)1 sBastoTcs ¢du3nyeckue auna, OOpaTUBIIKMECS 32
MCIUIIMHCKUMHA  yCIIyraMH, HE SBISIOLIMECS COTPYNHHUKAMH YUPEKIEHHS, a TakKe COTPYIHHKH
VupexneHus.

1.6. CocraB o6pabarbiBaembix I/ n ocHOBaHMS KX o0paboTkn

1.6.1. O6paGotka IIJI oCymecTBISeTCS B COOTBETCTBHH C YUpEIUTEIBHBIMUA JTIOKYMEHTAMH
Yupexnenuss, Penepansubmi 3akonom ot 21.11.2011 Ne 323-®3 «O6 ocHoBax OXpaHbl 370POBbSI
rpaxnan B Poccuiickoit @enepannn», DenepanbueiM 3akoHOM 0T 27 mronst 2006 r. Ne 152-®3 «O
NEPCOHANBHBIX JaHHBIX).

1.6.2. Coctas II]I onpenensiercs TpeGoBanusIME K OhOPMICHHIO MEIHIMHCKOM TOKyMEHTALUH
Ha OCHOBaHWH PaCHOPSIUTENBHBIX JOKYMEHTOB, a Takike ()YHKIHMOHAIOM MPUKIAJHOIO MPOrPaMMHOIO
obecrnieyeHns HCIONMB3yeMoro B AC VUpesx SHKs Hpy BRITIONHEHHMN CISAYIOMHUX 3a1a4:

—  NepCOHU(DUIHMPOBAHHBIN YYET OKA3AHHBIX METUIUHCKUX YCIYT M MEIHKAMEHTOB:

—  BE/CHHE 3JIEKTPOHHOM MEIMIIMHCKON K2PTEI DAk aHKHHA;

—  3aIlKMCh K Bpady B 3JIEKTPOHHOM BHJIC;

—  OOMEH TeneMeUIMHCKUMH JaHHbIMHU;

—  TpOBeIeHHE 1ab0paTOPHBIX UCCIICIORAHNIM;

—  BHEIPEHHE CHCTEM 3JIEKTPOHHOIO JOKYMEHTOOOOpOTE;

—  BEICHHE €IUHOIO PErHCTPa MEIHINHCKUX P2OOTHHKOS;

—  BEAEHME DJJIEKTPOHHOIO Naclnopra MEAULMECKOI0 YIpexAeHHs ¥ IIaclopTa CHCTEMBI
31paBooXpaHeHus cyobekTa Poccniickoit ®eaeparmy.

1.6.3. MaccuBbl mHGOpMAUVE, HUCICTL3yeMble TpU  pealH3allMd  BBINIEYKA3aHHBIX 3a/1ad,
ConepxaT CHEHUAIbHBIE KaTErOpUH MEPCOHAIBHBIX JAHHBIX KACAIONIMECS COCTOSHHS 3I0POBBS
cy6bekToB I1]1, momexariue 3auTe B COOTBETCTRIH C IeHCTRYIONIHM 3aKOHOAATEIHCTBOM.

2. OpraHmanumnoHHO-IPABOREIE MEPONPHUITHS

2.1.  OcHoBHbIe MePONPHATHS IO 3aIMMTE WEHOPMATMH

2.1.1. PyxoBomCTBOM VUpeKIEeHMS HAa?HAYaeTcs OTBETCTREHHBIA 3a OPTraHM3allMI0 3alluTh
uHbopManuKu M 06pabOTKH MEPCOHATBHRIX NAHHBIX (fanee OTBETCTBEHHBIA 3a OPraHH3aIMIO 3U »
obpabotkm ITJI) M3 4YmECIa IITATHBIX CNEMUATHMCTOB YupexIeHMs, Hanbojee KOMIETEHTHBIX B 970
obuacty.

2.1.2. PyxoBomcTBOM VYupeaeHHss HasHa4aeTcs aAMHHHCTPATOp(bl) HMHMOPMALEOHHO
GesomacHocTH (manee aqmuaUCTparop(bl) B) U3 uncia IMTaTHEIX CTIEHAINCTOB Y UpexIeH s, Hauboe:
KOMIIETEHTHBIX B 9TOH 00JIACTH.

2.1.3. OrercTBeHHBIM 3a oprasusaiyo 33U u o6paborku I1JI hopmupyeTcs, a PyKOBOJACTBOM
YupexaeHus yTBepXKAAeTCs IepedeHh 0OHEKTOB 3aIMThI ¥ OTBETCTBEHHBIX JIHII.

2.1.4. OtsercTBeHHBIM 3a opranmzatuio 3V u obpadorku I1] GopMupyercs, a pyKOBOICTBOM
YupexneHus yTBEpKNACTCS IUIAH MepoNpusTéi no 3ammre uHbopManuu B AC YupexmeHus Ha
CIIEAYIOIIMH KaJleHAAPHBIA oI

2.1.5. OrtsercTBeHHBIM 3a opranmzaiunto 31 u obpaborku 1] hopMupyeTcs, a PyKOBOACTBOM
VdupexneHus yTBEPKIAeTCS IIEPEYEHb JOJDKHOCTEH, 3aMElleHHE KOTOPBIX TpeyCMaTpHBaeT
OCYIIECTBIIEHME OOPabOTKU IEPCOHATBHEIX NAHHLIX JKGO (CYLUIECTBIEHHE TOCTYNa K IEPCOHANbHBIM
JTAaHHBIM.

2.1.6. B mnemix wucnonHeHus TpeGOBAHWI 3aKOHONATENLCTBA W COOGNIONEHMS TPy H LIl
IIEPCOHAIIBHOM OTBETCTBEHHOCTH, OTBETCTREHHEIM 3a opranusauuto 3 u obpaborku [1]] opranusyeic.
O3HAaKOMJICHHE IO DPOCIHCH BCEX JIMIL, AOMYMIEHHBIX K 00pabOTKE 3alIMIIaeMOH HH(OPMaliilil
OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMA aKTAMM M OPraHK3alliOHHO—PACIOPSIATEIbHOR TOKYMEHTAINE
PETYIUPYIOIAMH TOPANOK 00pabOTKM ¥ 2ampThl WHOOPMAIHA B aBTOMATH3MPOBAHHOM CHCTEME
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Yupexnennst (IIpunoxenme Nel.l.), Ipu HeoCXOAMMOCTH OpraHH3yeTcs OOy4YeHHe yKa3aHHBIX
COTPYAHUKOB.

2.1.7. OtsercTBeHHBIM 32 Opranusamuto 3U u o6padorku 1] OpraHu3syeTcsi opOpMIICHHE MEXKIY
mMnamMy (Kak (QU3MYECKHMH, TaK U IOPUAMYECKUME) JTONYINCHHBIMA K paboram B AC VYupexaenus u
OIIEPATOpOM B jHle Yupexnenus, CornameHs 0 coOMOICHAN TPaBIT 0becTeueHns: HH(GOPMALHOHHOMH
0e3011acHOCTH B aBTOMATH3MPOBaHHOM cucTeMe Yupexaenus (IIprnoxerus Nol.2. i Nol 3.,

2.1.8. OtserctBeHHBIM 3a opranmsaimio 34 u ofpabotku I1J] OPraHHU3yeTCsl YBEIOMIICHHE
YHIOJTHOMOYECHHOIO OpraHa IO 3ammre npaB cyOBekToB [T/l O cBOeM HaMEpPEeHMH OCYIIECTBIIAT:
obpaborky I1J]. VBenoMiienue ocymecTBIseTcs depes obuIHanbHbLH nopran @enepanbHON CITyHOEB! 1°
Haj30py B cdepe CBA3W, HHOOPMAIMOHHBIX TEXHONOIWH M MACCOBEIX KOMMYyHHKaIm# (PockoMHa30p)
http://pd.rsoc.ru/operators-registry/notification/form/.

2.1.9. OtserctBennsM 3a opranmsatuio 3W u ofpaborkm IIJ] opraHm3yercs 3aKiIIOYEHHS
JOTOBOpa - MOPYYEHHS Ha 00pabOTKy UEPCOHATBHBIX JAaHHGLIX TPETHUMHE JIHIAMH, B CIydae eclH
NpHHsTas MHPOPMAIIMOHHAS TEXHOIOTHS IOIPA3YMEBAET TAKVIO 06pabOTKY.

2.1.10. OtBetcTBeHHBIM 3a opranuzanmio 31 u obpaGorku I1JT GopMupyercs, a pyKOBOJICTBOM
YupexIeHus yTBEpKIAIOTCS [PaBHiia PACCMOTPEHHUS 3aIDOCOR CYOHEKTOB TIePCOHATBHBIX JAHHBIX HITH
UX IIPEICTaBUTEIICH.

2.1.11. OtBercTBeHHBIM 32 opranmsaiuio 31 u o6paborku I1Jl popmupyercs, a pyKOBOICTBOM
YUpexneHus YTBEpXKOAaeTcs IIONMTHKA B OTHOIEHWH 0FPaBoTKM NepCOHANbHBIX JAHHBIX, C
NIOCTIEAYIOIIUM OIyOIMKOBaHUEM Ha OQHIMATEHOM caifTe B Teuenue 10 qHel mocie yTBepKIeHHs.

3. IlpaBuia m uponeaypn! HHHIRVIANHONHONE 6€30NACHOCTH

3.1. OO6mue moJiosKeHUS!

3.1.1. TexHonmormueckuit mpouecc 06paboTKH UHOOPMAIHMH IIOJHOCTHIO ONPEAENIETCI COCTABO!
NPUKIAOHBIX IPOIPaMMHBIX KOMIIOHEHTOBR K  CEPRUCOB, (DYEKUKOHAIBHBIMH  BO3MOXXHOCTSIM
TEXHHYECKMX M IIPOrPAMMHBIX CPEJCTB, NPABWIAMH AKCIIYaTAMA TEXHUYECKAX U IIPOIPAMMHBIX
CPeICTB M HAaBBIKAMHU IIOJIB30BATEIIEH, PEANVAYIOMIMX W YIPABJIAIONIMX OCHOBHBIMH ONEpalUIMK
o6paboTku naHHBX B AC Yupexnenus.

3.1.2. JInd mpenoTBpalieHHs ASWCTEMM 3MOYMEMIIEHHEKOB. CIyYaiHBIX W MpeJHAMEPEHHBIX
JEUCTBUM I10JIb30BaTeNeH, MPUBOSIIMX K yTpaTe HOKYMCHTOB K yTe€dKe 3aliuinaeMoi wHdopmanuu,
HapyIICHUSIM IEIOCTHOCTH M JOCTYITHOCTY, @ TakXKe ¥ OTka3aM B OOCIY)KHMBaHUM IPOTPaMMHBIX H
anmapaTHbIX CPEICTB, OTBETCTBEHHBIM 3a ovranmzarwro 311 n o6padorru I1]1 opranusyercs pabora mo
CO3JIaHHIO CHCTEMBI 3allIUThl HHPOPMALIMK, B TOM YHCTE NEPCOHATEHEIX JaHHBX B AC YdapexneHus.

3.1.3. Co3maHue CHCTEMBI 3aIUTE! WHMDOpMANWY [0Jpa2yMeBaeT BHEIPEHHE B ACHCTBYIOLIWIMA
TEXHOJIOTHYECKHH IIPOIIECC Psiia TOACUCTEM 32U TE UHQOPMAUHH:

- HIeHTHOUKanuy u ayreHTHdG v aiuy cyObLek 0B 0eTvia 1 ¢OBEKTOR JOCTYIIA;
- YOpaBJIEHHUS JOCTYIOM CyOBEKTOB JIOCTYNA K HObEKTAM TOCTYNa;
- OrpaHHUYEHUs MPOTPAMMHOM CPEJIbL;

- perucrpamuu coOnIThi GezonacrocTy;

-  aHTHBHUPYCHOM 3aIlUTY:

- obHapyxeHHs (IPeJOTBPALIEHNE) BTOPKEHHIL;

- KOHTpOI (aHAIK3a) 3aMUIISHAOCTH AHPOPMEL4U;

- LEIOCTHOCTH MH(MOPMAIMOHHOM CHCTEMBI U MH(DOPMAITHY

- JIOCTYIHOCTH WH(OpManuw;

- 3alllUTHI CPEIBI BUPTYaTU3AL i,

- 3alIUTHI TEXHUYECKUX CPEJICTB;

- 3aMTH KHQOPMALMOHHOM CHCTEMEI, € CPEICTE. CHCTEM CBS3U U MepeJadd JaHHbIX.
3.14. Jlna peanmzagup EbILEYKAZEHHELIX JOACUCIEM MCIONB3YIOTCA CEPTH(OUIUPOBAHHBIE
OCTOK u ®CB Poccum cpencrsa zamsrnl mudopMavvi. AMERINAe CEPTH(HUKAT HA COOTBETICTH!
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CpeicTBaM 3allUThl HHQOPMAUMH HE HHKE 5 KIacca M 5 YDPOBHS JOBEPHS, CPEICTBA BHUHCIUTENHHOM
TEXHUKH HE HHXKE 5 KJlacca, a TaKXKe CPeICTBa KPUNTOrpadudeckod 3auThl HHpOPMALMH, HMEIONIHeE
ceprudukar Ha coorBeTcTBHE Knaccy KC1 ¥ Boime.

3.2. Hnenrnduxauus u ayrenraducans

3.2.1. OOuwe nonoxeHus

32l IlaponpHas  3ammra  OCVINECTBISIETCS € HENBIO IPEIOTBPAIICHUS
HECAHKIIMOHMPOBAHHOI'0, B TOM YHCIIE CIIy4alfHOro JIOCTYMa ¥ 3alAiiaeMol nHbopManyu U uaTepdeiicy
HacTpoek 060pynosanus. [1aponbHas 3AUMMTS IPUMEHSETC 1T9 BCEX BHIOB JOCTYIIA, KDOME TeX BHLOB
AOCTYNa, KOTOPBIE ONMPEAENAIOTCS KaK NeWCTBHS, PA3PEINEHH E 10 UISHTHOHKALIMY B ayTeHTH(PUKAIHH.

3212, B uemsx peammsanuu MHOrOGaKTOpHOW MOJMTHKH ayTeHTH()HKAIMH YyYeTHbIE
3aMMCH NOJIb30BaTENeH (JIOTHHBI) COCTABISIOT MUWYHBIA CEKPET T10TB30BATEI.

312 i3 VdetHas uHGOpMAIUS (JIOTHHBI ¥ TIApOJIH) ABIAETCS KOH(DUICHINATBHOL.

3.2.1.4. K 0CHOBHBIM U 00s13aTeIbHEIM BUIAM [iapOTEH OTHOCSTCS:

- mapoiz BIOS;

- TapOoJM Ha AOCTYN K CpellaM ONCPALHOHHEIX CrCieM B wnTepdedicaM CHCTEM yIpaBiieHHs.
BKJIIOYasi BUPTYaIH3allHIO;

- TapoJId JOCTYyIa K aHTUBHPYCHBIM CPEACTBAM:

- [apoJiM JOCTYNa K CPEHCTBAM QOEAPYKEHUS BTODKCHI;

- TapoJH JAOCTYIa K CPEACTBAM MEKCETECBOI0 BKPEIIPOBAHMUA;

- TapoJIM AOCTyIIa K CPEICTBAM aHail3a 3aliUIIEHOCT

- TapoJM JocTyna K (daiinam apxuBoB i 00pasos [HiChOB;

- TapoJid JOCTyIa K KOMMYTalHOHHOMY OOOPYTOBAHHIO (KOMMYTATOPBI, MAPIIPyTH3ATOPHl U
)

32001551 JloruHBI ¥ NMapoid 10CTYDA, MEPRYYHO HAZHAYAIOTCS aJMHHHCTpATOpoM s
COOTBETCTBHUH CO CIEAYIOUIMMHU TPEOOBAHHUSIMHU:

- JJIMHA BCEX BHJOB JIOTHHOB M MapoJiedl MOib30BaTeNed, BBOAMMBIX C KJIABHATYPhI JOJDICH
OBITh HE MeHee 6 CHMBOJIOB GyKBEHHO-LH(BPOBOTO MHOMKECTBA B BEPXHEM M HIKHEM PETHCTPax;

- JUIMHA BCEX BHUJOB JIOTMHOB M IMapoOIei 8 IMHEVCTPaTOPa J0KHA OBITh HE MEHee 8 CHMBOJIOE
OyKBEHHO-LIIU(PPOBOro MHOXKECTBA, B BEPXHEM 4 HMIKHEM PEIiCTpax;

- CpOK JEHCTBHS JIOTUHOB ¥ Napose# He NoKeH npesbinath 90 qHeit;
- 3aIpelleHo HCIONIB30BaTh MOCTIEeNHNUE 4 HCITONB30BABIIUXCS JIOTHHA U TApOJIs;

- 3aNpeIeHO HMCIOIb30BaTE JIOTUHE] ¥ MApOIIH. YCTAYORNCHHBIE MO YMOIYAHUIO (HE00X0IUMO
M3MEHHUTH JIOTHHBI M IIaPOJIY TOCTYTA IO VMOTUZHUIO [UTsl KOMMYTHPYIOIEro W CETEBOro 000py10BaHMS).

32416 Beenenue crporod HoMEHYMKA JOTMHOB W [aposiclf HampaBlIeHO Ha 3amlpeT
HCTIOJIE30BAHUSA JIETKO BEIYUCIIIEMBIX COUETAHUH CHUMBOIOR (HMeHA, (haMUIUM, THU POXKICHUS U JApyTHe
NIaMSTHBIE JaThl, HOMEP Tele(oHa, aBTOMOOMIIS, aIpeC MECTOXKUTEIBCTBA, OOIETIPHHSTHIE COKPALICHHS!
[BM, JIBC, USER, SYSOP, GUEST. ADMINISTRATOR w 7.2.], 3axoHOMepHBIE mopsaky [123456
qwerty | T. I.]) ¥ Jpyr'ue JaHHEBIEe, KOTOPBIe MOTYT OBITE N0106paH5] [IyTEM aHalA3a.

STk ITonmp3oBarenu 00s3aHBI CBOEGBpEMEHHO co00MIaTh anMuHUCTpaTopy UMb 0 BCex
HEIUTaTHBIX CHTyalUsX, HapyleHWsx pDaboThl Noucucienbl UACHTUGHUKAUMM W ayTeHTU(UKAIHY
BO3HMKAIOIIMX NP pabOTe C IOTHHAMM ¥ TANOTITV T,

3051284 IIpu opraHuzamuy DaporbHOMN 3al{#HThi 3AMPEIIASTCSA:

- 3aIMCHIBATh CBOM JIOTHHBI U IEPCNI B OYEBHAHLIX MeCcTaX (BHYTPSHHOCTH 4IIUKA CTONA, Ha
MouuTope II9BM, Ha 06paTHOM CTOPOHE K.1a3HaATYDbi B 1.0 );

- XPaHWTH JOTHHBI U IIAPOJIU B 3&1MCAHHOM BUJIC B PpabodnX TeTpajiix, Ha OTAENBHBIX JIACTaX
Oymaru;

- coo0OWAaTh NOCTOPOHHUM JIHIAM CBOK JIOTHHBI 1 (apO/K, a TAKKE CBEIECHHSI O IPUMEHIEMON
cucreMe 3ammThl oT HCJI. :



3:2.1.9, Ha agmunnctparopa Vib Bozsnaraotcs crenyromme 3a1a4u:

- obecnevenue (GyHKUHOHUPOBAHHS CHUCTEMB! NAPONHHON 3AlUTBI M OKA3AHHE [OMOLLL
IIOJIb30BATEIISIM B €€ PeajIH3aLiH;

- KOHTPOJIb 32 peanu3anuei TpeOoRaHUH MapoILHO 3aIUTHI TOJIF30BATEIISIMH.
3.2.2. Tlopganox DpUMEHEHHs TapoONILHON 3aIITEL

3221 3ammra ¢ NPUMEHEHVEM JIOTHHOB ¥ NAposiell OCYIIECTBISETCS B COOTBETCTBUM C
SKCILTYaTallHAOHHON NOKyMEHTAllueH Ha TEXHAYECK e U NPOrpaMMHEIe CPEICTBA.
8222 B cnydae oTCYICTBES TeXHMUECKOHA BOSMOKHOCTH DEANH30BATH TPeGOBaHUS K

AJIKHE JIOTUHOB H naponei'l, HSO6XG'£IMMO HCIIONE30BA”L  MAKCHMANbHO  NONMYCTHUMYIO JJIAHY,
IPpEAYCMOTPEHHYIO IIporpaMMHBIM obecreueHreM TEXHUIECKIX CpE€aCTB.

808031 IInanoBas cMeHa NOTWHOB M TIAPOTIEV MPOBOTATCS PETYISPHO aJIMHUHUCTPATOPOM
Wb, ne pexxe oguoro pasa B 90 mHeit.

BRI Buennanopas cMeHa JOTMHA W Napons OODKHA MPOW3BOAMTLCS B CIIEHYIOIIHX
CIyyasx:

- KOMIIPOMETAIUs JIOTHHA K [apois;

- B CIy4Yae NPEKpalleHHs NOAHOMOYMA [0/b30BAIeTs (yBOJbHEHWE, MEPEXON HA IPYIVE
paborty, He CBA3aHHYIO ¢ 00paboTKOk 3amuiilacMoi 1Hbo PMALHK);

- TI0 YKa3aHHIO OTBETCTBEHHOIO 32 opraHu3auio 3Vl n oGpaborku I11.

BEADASH Kommpometanyust  jelCTBYIOMHX JIOTHHOB M IapoNielf SBISETCS HEIUTAaTHOW
CHUTyallHeH, O YeM IOJIL30BATENH COOOMaioT aamMunncTparopy Mb. Tloa xoMmpomeTanueli mOHAMaeTcs
XMINECHUe, yTpaTa AEHCTBYIOIIMX JOTMHOE H 11apoJieil, riepefada WM COOOIIEHHE HMX JIMIAM, He
HMCIOIIUM Ha TO MpPaBO, APYTHE AEHCiBusi COTPYLHUKOB, IMPUBEALIAE K ITONYYESHHIO €r0 Y4YETHOM

MH()OpMaIliH JTHIAMH, HE HMEOIUMH Ha 10 1paks.
3.2.3. 3amwuTa 06paTHO cB43H
SRR3R BeIBOI mOCHEIHEX ACHOME0BAHHLN 1CIHHOR TTONB30EATENIEH NPH NPOBEICHUH

BCEX BUJIOB HACHTUQUKAIMH ¥ ayTEHTHPUK AU 3aNPeiaeTos.
3.3. YnpaBaenme 1ocrynon
3.3.1. OOmmue noIoxeHUs

Sl 1 Vhpapnerue noctymom o0ecHedHBIETCY ONTANWSAMAOHMHBIMA U TEXHHUYESCKUM
MEpaMH.
o g P Joctyn k 3ammmumaemoit WHOQOPMANNE W €€ HOCHTEISAM pa3pelaeTcs TOIbK

JMLaM, IPOLIECAIINM IPOLEnypy Aomycka. [Ipu 3ToM yKa3241kle TUna NOJUKHBI UMETh JTOCTYII TOJIBKO X
TOH UH(OPMAIIHH, KOTOPas HEOOXOMa 11T BEIIOTHERNUS WX (yHKIHOHAIBHBIX 00A3aHHOCTEN.

S8, Jlo Hadana WHGOPMANKOHHOTO R33IAMONCHCTBUS (MepeNadd  3alUIiaeMol
MHQOpMAllMM OT YCTIPOMCTBA K YCTPOMCTBY) HO/DKEA OCYIIECTBIATHCH HMIACHTU(HKAIAA U
ayTEHTHOMKANUSA YCTPOUCTB (TEXHHYECKWX CPencTr). |lepsteHh TMMOB yCTPOMCTB, HCIHOIB3YEMBIX B
MHGOPMAIIMOHHOM CHCTEME W MHOMIEKAUMX WICHTHDAKAIMM ¥ ayTeHTH()MKAMA OIpPENENsIeTcs
anmuaHCTpaTtopoM HMB. Cnoco6 peanuzanya nmaHHOTO MVHKIMOHANIA 3aBUCHT OT BO3MOXHOCTEH
KOMMYTallMOHHOTO 000pYIOBaHHS.

3:3.14. INponenypa nomycka ceTpyIHAKOR Yupe
HCHBITATEIBHOM CPOKE) M COTPYINHHUKOB BEGWIHWY. OPTaHi3Aivi
BKJIIOYAET B CE0SI CIIEIYFOLIAE MEPOIPAITIS

TeHHS (R TOM YHCJIE ¥ HaXOIAIIUXCS Ha
i % oOwmexTaM 3aIUTHl YUPEKAEHHS,

= Oq)OpMJIeHI/IC OCHOBaHMA I J(ONYOCKA, OJHGRHAYHO O DSHEIIINIETOo (1)H3PI“ICCKOC JIAIO.
AOITyCKaeMoe K pa60TaM B quexc}lemm‘ TaxkpM OCHOBEHHEN I T TaTtdbIX COTPYAHMIKOB que:(xcipexll'
ABJIICTCA  IIPUKa3 O HA3HAYCHUsS COTPYIEHAKz 3 JIOIMKHOCTH TOOpa3yYMEBAKOINYO  JOCTYIX
NEePCOHANBHBIM JaHHBIM. OCHOBaHHEM MJIsi JIONYCKA COTDYJTHHKOB BHEIIHHX OpPTaHU3ALUH SIBISCTCS
O(l)I/II_II/IaJ'II)HOC IIMCBMO C HpOCB6OI7T O IPEIOCTE CHY JOTYCKR COTHYITIAKaM BHEIIHET OpraHusaiiii
YKazaHueEM ®UO u MAaCcTIOPTHBIX [JAHHBIY IOTYCKacMero MHUa. ¢ YKA2aHHSM OCHOBAHHA JIOIIYCK:
) maA odopMiIeHHE
NPEINUCAHNSA Ha BBHIIOJHEHHE PaboT. ¢ yxazaHueM OCHORAHVS JOTYyCKa (HampuMep OCYIIECTBICHHE




TCXHUYECKON MOINEPXKH MO 10roBopy Ne ) mim ciiyxebHOE YI0CTOBEPEHHE IIPeIOCTABISIONEE
TIPaBo JIOMyCKa K 00BbEKTaM 3aIlUTHI B COOTBETCTBYH C JEHCTBYIOIMM 3aKOHOIATETHCTBOM.

- odopmnenne Coriamenus o COOMONEHHY UPaBHN oGecTedeHus HHGOPMAIIMOHHOH
6e301acHOCTH B aBTOMATH3MPOBAHHOMN CHCTeME Vupeserns:

- O3HaKOMJIeHHE 1OJ  pocnucek ¢ OCHORNLIMA — HOPMATHBHO-IIPABOBEIMH ~ aKTaMW.
PErYIUPYIOMIUMHA nop;moxc 00paboTky ¥ 32muThl MHQOPMAIMA B ABTOMATH3MPOBAHHOM CHCTEME
Vupexnenus; :

- HHCTPYKT@X IO MOPSAKY paboThl B 32IUMWCHHON WHO)OPMALMOHHOM CHCTEMe Y
angmuHKCcTparopa Ub. ‘
3.3.2. TIopsSOoK MCIIOJb30OBAHNS VYETHRIX 3AMACER VCTPOUCTS (TEXHUIECKHIX CPEJICTE)

3:3:2.1s Kaxnoe cereoe ycrpoiicrso, 8 cocrserctun co cranmaproM IEEE MAC-48
HCIIONIB3yeT YHHKANBHBIA MAC-anpec, KoTOpEIE JOInrer 115 0I530EATHCS B KAYeCTBe HAeHTH(hHKATOPA
ycrporictBa B AC Yupexaenus.

3322 Aytentupukanus ycrpokicte B AC Vupekaenus IOKHA OCYIIECTBIATHCS Ha

OCHOBE MEXaHH3Ma AyTEHTHQUKAMH MODTOR KOMMYTZTODOB. KOTOP2s TO330J9€T IIPOBEPATH IIPaBa
I[OCTyl'Ia KIIMEHTOB K [I0PTaM KOMMYTaTopa ¢ UCHOMB30BAHKEM CepBepa ayTEHTA(UKANUK WIH QyHKIHE
“port security”. PeKOMEHIyeTCS MCTONB30BATE KOMMYTATODE, NPEIYCMATPUBAOMIAE TPOBEPKY IpaB

AocTyna (ayTeHTU(GUKALMIO) K TODTAM ¢ UCTIOrk20Rarden M A’ -2/Ipeca B COOTBETCTBUHU CO CTaHAAPTOM
802.1X. i

3.3.3. Ilopsiaok WCHONB30BaHMs YUETHBIX 3aIHCEH 110 Th30RATENeH

823,30 Kaxgomy muny. morviueruoMy k paGoram B AC YupexIeHHs COIOCTaB/IACIL
YHHUKalIbHAs y4eTHas 3alMCh IONh30BaTeTs (JIOTHH), 110 KOTOPOW 0OH GYNeT perHcTpUpOBATHCS.
paGoTath. 3HaUeHHE yYETHOW 3alUCH HE AOIKHO CORMAI3TH ¢ pAHee HMCTOTH30BAHHON B TEUEHHY
IIOCJIEMHETO ToJa.

35352 B cnydae npousBONCTREHHOU HEO(x04#MOCTH, HEKOTODHIM JTAIAM MOTYT OBITH
COIIOCTaBJICHBI HECKOIBKO YHUKAIBHBIX UMEH (YHETHBIX 3aIUCel ).

3833 Hcnonn3oBanye HECKOILKUME JTATIaMHE 0DITIel VISTHOM 3aIIUCH 3aIIPENIEHO.

3.3.4. YmpaBieHue YUETHBIMH 3aNUCIMH IQIB30BATE e,

9.3:4:1: OcHOBaHpeM [Ig CO2HaHVs, ONOKUPOBAHWS WY YIAA€HWs YYETHOH 3aluCH
IITAaTHOTO COTPYIHHMKA (IIONB30BATENS) CITYHAT KOMMU NYUKA30B WIH JHOOBe NDYIue PacmopsDKEHHS TI0
NIEpCOHATTY, KacarolIMecs H3MEHEHHUS CTaTyca M0JIb30BATEN [IPY yCIOBHU IPOXOIKIAEHHS TI0JIb30BaTEIEM
IIPOLEIYPHI AOIMYCKa COTIAacHO 1. 3.3.1.4. Bo3moXHBIE CTATYCRI 10 1IEPCOHATTY:

- IPUHAT Ha JOJLKHOCTE,

- YBOJIEH;

- OTIYyCK, KOMaHAMPOBKA U T.II.

3.3.4.2. Konuu MOKYMEHTOB. SBISIOIIAXCH CCHOBARMSME JNd J0MYCKa (pacTOpSKCHEL.
IIPMKA30B IO KaapaM H T.II.), B COOTBETCTEUHU C !\ULOprMh He3aMeUIMTEBPHO NPOM3BOUTCS HACTPOMUK:
YYETHBIX 3allMCel, IPeNOCTaBIAIOTCS anMuaucTpatopy M exe taesso.

3.3.4.3. CoTpynHHMKY, 3aperHCIpupCBEHECM)y B Ka4ecTBE  HOBOIO  IIOJB30BATElSL
COOOIIAETCS UMsI COOTBETCTBYIOIENO EMY [ONE 303a1 €51 1 HA9alIsHOe 3HaYeHHE IIapoIs. '

3.3.4.4. bnoxupoBaHne y4YeTHOA 3anHMCH TOOM3BOLWICA B Cliydae IUIAHUPYEMOTO
OTCYTCTBHS IIOJIL30BATENs Ha CPOX Does 50U cyTor

3.3.4.5. IIporpammubie cpeiciaa Ha. ¢ anvaurcrparopoM Mb ra GnokupoBaHue
YUYCTHBIX 3alUCEH IIOJIB30BATENSi M 3IMMHHCTDATOPE HC svchee geM ®a 1) MHHYT UPU JOCTHXKEHHH
MakCHUMaJbHO  JOIYCTUMOIO KONKMYECTEA — HEYCHEIri#eiX  TOMBITOK  BXOHa C  BO3MOXHOCTBIO
pa3bIOKUPOBAHUS TOJNBKO AINMMHACTPATONON wid  HHL0 IOV, EMEIOIIMM  COOTBETCTBYFOIIME
noJHOMOoYHs (poik). JlomyckaeTcs we 6o1ee 8 HeYCIenIHELY NOUBITOK BXOIA.

3.3.4.6. V4eTHbIe 3anucK NoTRE308aTeTeH TOMKHE! COCTOSTE B rpynme «Ilonp3oBaTenny v
OBITh OrpaHMYEHHBIMH B TIpABE YCTaHOSKM, YNANEHHS [ HACTPOMKM CHCTEMHOIO M MPHKJIA/HO!
IPOTrpaMMHOT0 00ECIIEYeHHSs, H 0OOPVIOBAH IS,

3.3.4.7. He nomyckaercs: mpucyTeTRUe AKTUEH LY HEHCITONL3yeMbIX VUETHEX 3aUCeH.




3.3.5. Ynpapnenwe nmpaBaMu 10CTVIA

$:35 .00 AnmunuctpatropoM MB.  mo06biv goctyndbiM  cnocoboM, IIPOU3BOIHTCS
OTKJIIOYCHHE OECIPOBOAHBIX MHTEP(ECOE. a Take HATENDEHCOR B3AUMONECHCTBHS ¢ MOGHIBHBIMH
TEXHUYECKUMH CPEACTBAME C (QYHKIHEH mMofema, Ha TexHuYeckux CpejcTBax Te Takoi MHTepdeiic
CBSI3U HE SBJIAETCS OCHOBHBIM (MOOMIIBHBIE YCTPOHCTRA), Takuy 006pazoM, 4ToObI MONB30BATENb He UMeT
BO3MOXHOCTH HX BKJIIOYUTH HOBTOPHO.

SASEION JlomkHa OBITE WCKIOYEHA HECARKIWOHHPOBAHHAS yNAICHHAs AKTHBAIHS
BHJICOKaMep, MHKPO(OHOB W WHEIX TeprpepuilHBIX YCTPOHCTB, KOTOpBIE MOIYT AKTHBHPOBATHCS
YAQICHHO, a MPH HX aKTHBAIMHM NOJHKHO TPOU3BONHTECS OTORENISHUE [OTh30BATENled 00 aKTHBALUY
TaKUX YCTPOUCTB.

3.3.5.3. Cucremer BIOS Beex TexHWUECKHX ¢PercTR HACTPAMBAIOTCA AIMHHECTpaTOpoM UF
Ha 3aIpeT 3arpy3KH C BHELTHUX HOCUTEJICH, NYTeM ONPeIeNeHNs MOHOPHTETOR 3arPY30YHBIX YCTPOMCTB.

3.3:3:4. IIpy Hamuuum mTaTHOTO MYHKIHOHATA [peoOpa3oBaHHs JAHHEIX (IIM(POBAHIS)

ONEPAallHOHHON CHCTEMBl HIM CpPEeACTBa 3auwmThl wadopmanuy agMusEcTpatopoM UMB  Moxer
3a/ICHCTBOBATECS NAHHEIM (YHKIIMOHAT B KAYECTBE KOMMEHCUPYIOINEH MEpHI, B IEISX OGecIedeHus
HENIOCTYHOCTH HH(OPMANMOHHEIX DECYPCOR Ui UTeHns wmi Moiudukamid B ClIydae 3arpy3Ku
HEIITATHOM ONEPAIlHOHHON CHCTEMBL

3:8.5.5, Kommyrannonsoe o6opynosanme nactpansaercs Ha pazpelleEye JOCTYIa TONBKO
anst rex MAC afpecoB, KOTOPBIE YCIEITHE RO 2V TeHTHDHKATIIO.

33516, ITomp3oBaTenm  momkHEL  0ONATAT:  MUHUMANBEHBEIMM  HEOOXONUMBIMH  JUIS
UCTIOJIHEHHS IOJDKHOCTHRIX 00S3aBHOCTeH 1pasamit 10cTyna x hainam 1 karanoram AC YupexneHus.

3:3:8.7. MaxkcpManbHOe — paspereHHOe  KONMYecTBO  OJHORDEMEHHO  YCTAHOBJIEHHBIX
CEaHCOB CBSA3H HE JOJDKHO MPEBBILATE 2.

38518, MexcerMerTHOE B3aUMOCHCTBHE JOHKHO OCYLUECTBIALTHCA HCKIIOYATENHLHO
NPUMEHEHHEM CPEICTB MEXCETEBOTO IKPAHUPOEAUKS, DM YTOM HODKHO OCYIICTRITECS YIPaBICHHE
MHGOPMAIMOHHBIMU [IOTOKAMH TIPH Mepeiavie WahopMAn i 24Ty VeTpOACTEAMHE, BKITFOYAIOMIEe:

& (I)HIIBTpaHI/IIO I/IHQ)O}Z)I\/IZII.II/IOHPH:)}C ITOTOXOR B COOTBEICTBYU C YOTAZHOBICHHBIMU ITPaBUJIaM ¥

- paspelieHHe iepenayu hH(bo, My B quwp««-z‘moauof{ CMCTEME TONbKO [O 3aJaHHOMY
MapHipyTy;
- U3MCHEeHHMe (IlepeHanpaBIeHUe) MapIpyTa epeiaud HHHOPMAIMU B HEOOXOJUMBIX CIydasX;

- 3amUCh BO BPEMEHHOE XPaHHIite FEDOpMal~ 4 i 4HANA32 M IPUEATHS DPEIIEHHS O
BO3MOJXXHOCTH €€ JaIbHEUINEH epenaiu § Ht’:OGXOM[/IMbe CllyHasnx.
3359, JloikHO obecneunBarbesl GIOKMpoBarde ceadca AOCTyIa IOJB30BATENs IOCHE

BpeMeHM Oe3leHCTBHS (HEaKTUBHOCTH) MOIB30BATENS 15 MudyT wiay N0 TpeOOBAHUIO MONB30BATENS, C
HEOOXOAUMOCTBIO IIOBTOPHOM ayTeH M MKa i1,

SISm0 KonkpeTrnbie mnpapa romb3oBatvenci o GOCTVIY K 3allHIIaeMBIM Pecypcam.
IIpaBUJIa MEKCETMEHTHOIO (CSTEBOr0) IOCTYIIa 0npeTesaioreda ajaM anctparopov Wb ¥ oTpaxarores &
Marpune nocryna (Ipunoxenne Nel.4.).

S Sallils Martpuua noctyna JoinksEa GolIepkiieaThes aiMHaERCTpaTopoM Ub B akTyanpHOM
cocTosHuM. JIomycKaeTcst BEICHUC MaTpiiih TOCTYIa & 3NesTO0AHON hopMe

3.3.6. eiicTBus 1o uneptuhuKanny u TR AKA A Y

S50 Jlo Opoxoxnesvs npovenyp WICRT QK wd 1 ayTeHTH(HKAINHA TOTh30BaATEISM
AC VvupexnaeHus 3ampemanrcd niodsic TelcTBUS. He CES33WHRIE CO  INTATHOM TEXHOJIOTHEN
SKCIITyaTalldy 3a1a4.

3.316.2, AIMMBHCTPATOpY pa3pemaiorcs Ledcriai B 00X0H yCTaHOBISHHBIX IMPOLEAYP
UICHTHQHUKAIME H AyTeHTH(OHKANGH, HeoOXOUAMBIE UCKITHOUUTETRHO B (ENSX BOCCTAHOBIIEHHS

bynxmuonupoBanus AC Vupexrnenust & ciyaae cHoer © palorte WM BEIXOAE H3 CTPOS OTAEIBHBIX
TEXHUYIECKHUX CPEACTB (YCTPOicTs).
3.916.3; Y nanenusri nocryn p AC Vypew terug 2amnneiieH, 32 WCKITFOUEHHEM JIOCTYIIA 110

3aIUINEHHBIM KaHaJIaM CBsi3u ceti VPN,



3.4. 3amura HOCHTeNel HEGOpMATIHY

3.4.1. OGume noI0KeHHs

34.1.1. Hocurenu sammmaenmoti nndopManus L3aBrcHMO OT GOPMBI MX TIPEACTABICHHS
(MalIMHHEBIE HOCHUTENH, MOOGHUIBHBIE TEXENICCKIE CPEACTRA ¥ HOCHTENH Ha OyMa)kKHOH OCHOBE)
mopyiexar ydery. Cucrema ydeTa JODKHA OZHO3HAYHO OT)ENETITE COTPYIHHKA, OOJIAJAIOMIEr0 B
TEKYIIMA MOMEHT BpEMEHH HOCHTENEM 3aldIiaenod vHQOpPMAaNHed ¥ HECYIIEro 3a HEro
OTBETCTBEHHOCTb. |

34.1.2. OTBeTcTREHUEI COTPYIHIK XDAHHUT HOCHTENH 3allMIIaeMod MH(pOPMAIUH B
HEJOCTYHOM [UI IIOCTOPOHHHUX JIMIl MECTe (CeH(, MeTaUTMdeckuit mkad d T.JI.), HCKIIOYAIoLIEM
HECAaHKIIMOHMPOBAHHBIN TOCTYIT U MONB30RANVE UMW

3.4.1.3. OcHamienue noapasfenerHy 3aMie H5IMA XPAHAIUIAME OCYIIECTRISETCS 10
WHUIHATABE HAYaJIIbBHUKOB CTPYKTYPHBIX TOAPA3NECICHUE B XOTOPLIX oOpabarhiBaeTcd 3alluuiaeMas
MHOPMAIHS, IIyTeM TOa9y CIYKeGHOM 3aMCKy B 8Jpec ATRETCTREHHOIO 32 oprauuzaiyio 31 u
obpaborku IT]1.

3.4.1.4. CoszmaBaeMple MOKVMEHTHL Kak B OYMAXHOM, TaKk W B SJEKTPOBHOM BHJE, HaJ
KOTOPBIMH paboTa eIlle He 3aKOHUEH?, JJONIKHEL XNANuThCs TAKAM e 06Pa3oM, Kak M TOTOBBIE.
3.4.1.5. ITepenaya vocutenedt ampmaemoii dadopMalui B Mpeaeax OJQHON OpraHu3aluy

OCYIIECTBIIACTCS TOJIBKO CpEelM COTPYIHWKOB, JONYIIEHHEIX K ee o0paboTke, B mpelelax Hux
KOMIIETCHIIUH.

3.4.1.6. Pabota ¢ HocuTensMmu zanmmaevou HADOPMANUE  NPOU3BOAUTCI TOIBKO
OTBETCTBEHHBIM COTPYAHHKOM, TOJIBKO B Pabouee BpeMsi il TOJIBKO Ha CBOEM paboueM MecTe.
3.4.1.7. O6 yrtpare wiam Hermocraue NOKYMCHTOR, HOCHTeNeH WH(pOPMAIWH, KIIOYEH OT

NOMEIICHUH, XPaHWIMIL, CeHPOB, METAN T asCck1X TkahoR, THYHEIX Teyaredd, a TakKe O NMPUYAHAX H
YCIIOBHUSIX BO3MOJXKHOY YTEYKY 3alllUINaeMoi MH(GOPMAIMU COTPVIHUK 00S33H HEMEIJIEHHO COOOIIUTH
OTBETCTBEHHOMY 3a opranm3anuo 31 n oopatotwn 111

3.4.2. MoOOWIBHbIE TEXHUYECKHE CPEJCTBA

3.4.2.1. B kauectBe MOOMILHEIX Texuudecxkax cperets {manee, MTC) paccmaTpuBaroTcs
CbEMHEIE MAIlMHHBIE HOCHTETH UHMOpMAMW ((hrisai-HakOMFichn, BHEeITHHe HAKOUATETM Ha JKECTKE
JMCKaX W MHBIE YCTPOMCTBA), MOPTAaTHRBHEIE BRIYHACIUTENLHLIC YCTPOHCTBA WM YCTDOWCTBA CBS3H
BO3MOXHOCTBIO 00paboTkm wuudboOpManny (woyTOyxu, neTGykd, TaHUIeThl, COTOBbIE Tele(OHHL.
H(POBbIE KAMEPEL, 3BYKO3aITUCHIBAXINUE YCTPONCTRA U HHBIE YOTPOTCTEA),

3.42.2. Yuer MTC B AC VYupewiceuw ocymecrenger amMmanuctparop Mb B XKyprans
ydera MOOMIBHBIX TexHuueckux cpencrs(M () (Tlpunoxenue Nal 5.)

3.4.2.3. Ilpu Hapymeruax dvuknvonwposavws. orovke MTC ond moanexar mepenave
agMmuHHCTpaTopy Ub.

3.4.2.4. Ha xaxxnom paGouem mecte, ipeprazuadenHom nas padbotst ¢ MTC npoussoaurcs
KOHTPOJIb MCIIOJIB30BAHUSA VHTEDDeHCOR BROHA (REIBOJA) C HPIiCHCHUEM CPENCTB 3aIUTEl HHGOPMALUK.
CpezncTBa 3amUTEl HHGOPMAIINY HACTPAWBAOTCH HA paspellicdue uernIb3oBanus KonkperHoro MTC Ha
KOHKPETHOM pabouemM MecTe, a ucmorerozaHye Jmods rpyrux MTC sanpemaetcs. [lombiTku
HCII0JIb30BaHUs MHTEphEHCOR RROMA (BRIRCIIA) KAK VOIIQIM=1]e, TaK ¥ HE YCIHELIHbIE PETHCTPUPYIOTCS B
JKypHaJIe CPENCTB 3alUTH HHMOPMALIIH.

3.4.25. Ha cepBepuoM oGopymosanum, anvwinciparopoMm Wb, obecneunBaercs
JOMOJIHATENbHAS 3alliTa OT HECAHKINOHAPORGHHOIO WCIOIG30RAHAS TOPTOB BBOJA/BBHIBOAA IIPH
IIOMOIIM MX OIE€YATBIBAHHSA MITW OTKIFOULHKT DVTEM IPHUMCEERVS COOTBETCTRYOUIMY HACTPOeK 6a30B0
CHCTEMBI BBO/Ia-BBIBO/IA. :

34.2.6. Ha MTC, mpepnazHagesy el AN8 BRRUMOTeRCTBUA ¢ BHEITHUMH CHCTEMaMH H
KOTOPEIE, CIEA0BATENBHO, MOTYT OBITE TENEMEIISHE! 3 TTNETST6T KOHTPOIUDVEMON 30HBI TIPOCTABISECTCS:
COOTBETCTBYIOIIass oTMmeTka (Mapxep). Bemoc MTC, He npenHasHadeHHBIX UL B3aUMOIEHCTBMS
BHEIIHMMH CHCTEMAaMH 32 IIPEIeTBl KOHTPO. TUPYeMOH 20E b 32/DeNicH

34.2.7. Ilepemaua MTC MexaV COTPVAHEEAMH OCYIUECTBISIETCS TYTEM CAAa4d/BBIOAYH
HOCHTENIA 3allMIAeMOY MHPOPMAUHY aIMVHHCTRATOPY 1E 1107 pocnuch

3.4.3. Hocwurenu uadopmanuy Ha OyMax 108 OCHOBG (330I4IIaeMble JOKVMEHTBI)

;i %)

{
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3.4.3.1. YYeT 3amMmaeMEIX JOKYMEHTOE MO¥el IPOM3BOIMTCS HA JIMCTAX OIHCH
AOKYMEHTOB, XPaHAIIUXCS B TANKaX-PDErHCTPATOPAX ¢  COOTRETCTRYIONIHMM — ITOSCHHUTEBHBIMH
Hapmucsimu (Hanpumep «Crimckm», «PeecTpri» i T.10).

34.3.2. HénKH-perHCTpaTopbl YUUTHIBAIOTCH B jKypHAIAaxX y4eTa Jell B COOTBETCTBYIOILEM
IOJpa3IeIeHUH. | : ,
34.3.8. HeobxomuMo 060cofmate fpyr oT apyra MOKYMEHTHI, COMAEpIKAIIHe OTKPHITYE

HH(pOpMAaIHIO, ,Z[OI(}’MCHTBI AJst ciysxebnoro monszosanus. 11, a rawoxe I1]1, pasnuyaromyecs 1o HeJisM
ux 00paboTKH.

3.43.4. Onepanuu  KONMPORAHHS W CKAHUPOBAHUS TOKVMEHTOB, comepxamux IIJI,
AOMYCKAIOTCS TOJIBKO C PA3PEINCHHsA DYKOBOIMTENS IOIDaA3IelieHNs, C BHECEHHEM COOTBETCTBYIOIIEH
3amucd B JKypHan permcTpamuy KOmMpoBansHO-MEomuTenbaRX pabor (ITpumoxenne Nel.6.) ¢
YKa3aHHEM KOJIMYECTBA CHENAHHBIX Konwi. [lamHbid ‘kypzan TO/mKkeH OBITH pACIONOXKEH DPALOM C
KONHPOBAIIbHO-MHOKMTENBHEIM YCTPOHCTROM. Pafinta © womusaMu NDOMIBOAMTBECS TAK Ke, KaKk H C
OpHUTHHAJIOM. 3alPELIAETCs OCTABMISTE OPUIHHAIEL if KO 10KYMERTOR B KOIHUPORATEHEIX alaparax.

3.5.  YHnuroxenue undopmaunn u obesananpaumne 1|

3.5.1. YHuYTOXEHME UHDONMATHH

7, o O VYHu4roxeBwe (cTupanue) “HOOPMAME HA MAIMHABIX HOCHTENTY. TIDOU3BOIUTCS
B 0053aTEIIEHOM IIOPSIIKE B CIIELYFOMIUX C1VHATX

- IPpH HX NIepefavye MExRy MON530BeTeNisMid, 4 CIOPORHVE OPrasv3aldh A PEeMOHTAa Hiv
YTHIIM3AIUHU; '

- Iepex MOAKIIOYEHHEM HOBBIX yCTPOMCIE. NoCe WX ipnoEpeTeHid Wik H0C/ie BO3BPAIlEHHs
U3 PEMOHTA;

‘ ITPA IIEPBUYHOM ITOJAKIDOYEHU N 110CTE UCTIOb30BAHKN B VHBIX lfIHLbOpMaI_II/IOHHBIX CUCTEMAX.

3:5:152. B xome Meponpusali 1o amaniuly 3auidlieHHOCTH, aaMUHAMCTpatopoM Wb
OCYIIECTBIIIETCA KOHTPOIb YHUUTOKCHUS {CTUpAHYS) HHEOPM Al .
315.1.3: Ilprp  yHu9TOXEHWM  3alwligeMod  wH@OpMALAR  CcOocTaBiserca AKT 00

YHHYTOXKEHHMH 3allMIIAeMON HH(pOpMaliny (T[pﬂi!u&;@ﬂh@ Nel.7.), B KOTCpOM yKa3bIBaeTCsl MEpEeYeHb
YHHYTOXAEMBIX JNOKYMEHTOB, Qailios, wocmiered w74 AXT COCTABIsETCS  KOMHCCHEH,
ChOpMHPOBAHHON M3 OTBETCTBEHHOIO 32 OPIAHNM3ALVID 3k Jupafimm M1, anmunuctparopa Ub u
COTpy/IHMKA, 0OpabaTriBaroIero 577 fre. B awTe Bee 9HeHE KOMUCCHE TTONUUCSMU TIOATBEPXKAAIOT
YHHYTOXECHHE 3alIUINASMON WHPOPMATHY..

3.5.1.4. VHAUTOXKEHNE AOKYMEATIR [POW-BOIUTes MOOBIM  CIiocOGOM. B pe3ynbTaTe
KOTOPOTO JOKYMEHT MPHUXONUT B COCTOSHUE, KOT)Ia €I HERORTMOWTHO JI8XKe YACTAYHD BOCCTAHOBHTE
(CXMraHue, H3MENIbYEHHE CIIENMATRHBIMY MEXaHIYECKAMY VOTPO HCTRAMM 1 T 1),

85.15 VHuYTOXEHHE mMarsby ¢ BocHTeteld wRhOPMAITEH NTHOWZBONMTCA IYTEM Hx
3aTHpaHUuAd HE MeEHee 4YeM B | mpoxojr coryuallHo#  1"0C/ie TORATENPHOCTBI), ¢ WMCIIOJB30BAaHHEY
NPOrPaMMHBIX CPEACTB TapaHTHPOBAHHOTO YHHUTOXKEHHUS NTAUHEIX B €OCTaBe CePTH(OUIUPOBAHHBIX
CPEZICTB 3alMTHI HHpopManuy. JJonyekacres g‘twfw‘wcn:oe YHRYTOMEENE HOCUTENEH HH(OPMAIIWH.

85.1.6. AKTBI 00 VHRUTOXEHWY MOOUITLHETY WeXHUYECKUWX CPEACTR ¥ JaHHBIX, XPaHATCS ¥
OTBETCTBEHHOIO 3a OpraHuzanyio 3 u obpahorxw 11]1

3.5.2. O6e3nuunsanue I1]]

ol O6P’%TII/I'-II/IB3HT/I€ NEPCOHANEARIX  JanHEIX TMPOUBOIUTCS B COOTBETCTBHHM C
IIpukazoM Pockomuam3opa ot 5 ceatsiops 2013 r. No Y96 «O6 yraepxennn TpeOOBAHH X METOOB IO
00€3MMYINBAHMIO IEPCOHANBHBIX JTAHHEIX), B TEX CIyYAsy KOIia MAHHBIA METON 3UIAThI HEPCOHATBHBIX
AAHHBIX SBJIAETCSH HAHOONEe IPHEMIIEMBIN ¢ YVETOV IIPUEATOI0 TeXHOIOTHIECKOro IPOLecca.

3.6. AHTHBHpYCHad AT

3.6.1. OOmume nono)eHus

Sololl Jns opraHH3aLUy AHTHBUPYCHOU 3AIMMTL! UCHOJB3YIOTCS CePTUPHIMPOBAHFT
®CTOK Poccuu MUIEHZMOHHEIE AHTUBKPYCHEBIE CPLICTbA.




3661 2 CpencTBa aHTHMBMPYCHON 3alUBTHl yCTARARIWBAIOTCS HA  BOEX CEPBEPHBIX
ONEPALHOHHBIX CHCTEMaX (QUSMUECKHE H BUPTYATSUPORAHLIE ONCPAHOHHBIE CHCTEMET) B MOGUITBHBIX
APM u HacTpauBarooTCs aL[MHHHCTDaTa pom UMb ma paﬁon 10 IWHOMY W COTJIACOBAaHHOMY CLIEHAPHIO.

SI60L.3 AHTI/IBI/IpYCHLH/I KOHTPOJIb 00pasoB ONEpPalHOHHBIX CHCTEM, NPEAHA3SHAYEHHbIX IS
CETEBOM 3arpy3KH Ha O€3NHUCKOBEIE TEPMHHANS U MoOGWibArie USB 3arpy304Hble YCTpoOicTBa
OCYIIECTBIIETCS Ha BHCHIHPIX CepBepax (Cepeepe yrpaBieHYs CETEBOM 3arpy3Koil).

3.6.14. O6HOBneHHe AQHTUBHPYCHBIX CPEACTE [OKHO IIPOU3BOAMTHCS H3 OQHIMAIBHBIX
HCTOYHHKOB, €KEJHEBHO B aBTOMATHYCCKOM peskyume. Jlis oGHORNTEEWS AHTHBHPYCHBIX 0a3 MOMKET
UCIIOJIb30BATECS COEMUHEHVE C ODUIMATLHEIM CePBENOM OOHOBICHTH WIH COeTWHENHE CO CIIELHATbHO
CO3aHHBIM KaTaJloroM 0OHOBIEHHMI Ha NIOKATEHOM CEPREDS.

3:6.1.5: Anvumuctpatop WK 006s32H  HPOROMMTE  NOMONHHTETRHBIA  AHTHBHDYCHBIH
KOHTPOJIb B OTHOINEHUH JIFOOBIX BXOMSANINY U HCXOSUINX TAHHLX NOCTVIIAIOMIAX B CHCTEMY HE3aBHCHMO
OT KaHajla uX Iepeayn.

3.6.1.6. Heobxomamo mposomuts xorTpors monormmrensioro 110 B H30IMpOBaHHOIM,
TECTOBOH cpeze (mecoununa). HamGomeniyio oracHocTs MOryT TpencTasngTs baiiss ¢ HCIOTHIEMBIMHA
PacIIMpeHUsAMH (YacTo BpenoHOCHOe [10). BKIIOUAS BUPYVCLI-KPEITTOPRL, MOTYT SRISTECS OOBIYHBIME
CKPHIITAMH, BBIIOJHSIOMMMH MOCTEA0BATENSHOCTH NYTHHHGLIX ONEpAllid i 00JI8Ja0T «YACTHIMY» KOIOM
C TOYKH 3pEHHUs aHTHBHpyca. CYLUECTBERIIOE 2HAUEHHE Ui HOHTPANHA3ANAE VIPO3 BpeIoHocHoro 110
UMEET 3alpeT Ha BXOXICHHE B IEDUMETP Oe30MACHOCTH  HCIONHSEMEIX GaiioB, a TaKKe
OCBEIOMIICHHOCTb IONB30BaTENEd O HENOIMYCTUMOCTH MX 3arrycka 0e3 MmpeaBapUTelIbHOrO KOHTPOJIS
aaMuHucTpaTopoM UE).

X617 AIMUHECTPATODOM Wb TOIHDXHE! OBITE TPOWSRE TeHBI HACTNONKH, HalIPABIIEHHEIE H?
IPOBEJCHUE aHTHBUPYCHOTO KOHTPONA CMCTEMEBIX QONACTed B aBTOMATHUSCKOM PEKHME TIPH 3arpy3Ke
Bcex y310B AC Yupexaenus.

3.6.1.8. IMonme3zoBarermt AL VYunexjgeHuss ¢  AODKER  00IagaTh BO3MOMKHOCTBI
OTKJIIOUCHHU S, H3MEHEHHS] HACTPOESK YUIM BPEMEHHOH OCTAHOBKY AHTHEMDYCHOTO CPEICTRA.
3{6.1:9. Ione3oBareny 00s3aHEI HEPEIATH MEOUOE HE3AIpANIEBAEMOE WM UOT03PUTEIBHOS

Coo0OIIeHHe aAMUHUCTPATOPY BE30MACHCCTH /il KOMILIEKCHOTO KOHTPOIIS. AjMurHCcTparop UB nomken
NIEPHOIUYECKH HHOOPMHUPOBATE TONL20BATEIEH 00 dTOH O0SRAHHOCTH,

3.6.1..10. OtBeTcTBEHHOMY 2a opra’mzanze ¥ u ofpal 111 veo0x0/1MMO POBOJUTE
CHCTEMHYIO paboTy C IONH30BATENAMH HalpaBicHayIo Ha NOBLIICHAE MX 0CBEIOMIEHHOCTH B 00J1aCTH
3U. D deKTHBHON MEPOFH KOHTPOS IPH STOL SBISKYTCS SHEaNHER TPOBEPKM HA TIPEIMET COOIIONEHHUS
IPUHATBIX B OPraHU3arvy HOTUTAK He30MacHOCTH,

3.7. OGHapyxkeHMe K TPEIOTRRAMCHNES BTCPIEH U

BN 41 B AC VYupexpesrs ncrone3vioTes cenTihrIrpOBaHNEE CpeicTBAa 00HAPYKESHUS
U TOpEeNoTBpAllleHMs BTOpKeHHE QOHapywerde BTOPIHCAUY OCVIECTBIACTCS HAa BHCIIHEH TpaHHIE
HHGOPMAITMOHHOMN CHCTEMEL.

3112, IIpaBo 1o ympazmeHure  (AMMWHUCTOHPAREHKWID)  CUCTEMON  COHapyXeHHs
BTOPXKEHHUH NPEeIOCTABISETCS BIMVEYVIZTPATONY uEhOPMAITECHHOR 0e301acHOCTH )58)07%1
YIIOJIHOMOYEHHOMY JIHITY.

] 1 OOHOBneHHE 6az pewaromyx  Tpakiy  CUCTEMEI  OOHApYKEHUS BTOPIKEHHY
IPOM3BOAUTCS C OQHUIIMATHHCTO PECYPCa B ABTOMATHIECKOM PEKIME,
S 7lnA s B  memax wMuHMMM3AmME OWHEX  cpabaTERAHWA  CHCTEMBl OOHApYXEHHs:

BTOPXKCHMH aIMHHHUCTparopoM Wb mpomzsomutcs pefavruposative TPaBui ¢ yYeTOM CIPYKTYpHO-
(GYHKIMOHAIBHBIX XapaKTEPUCTHK, C TeV “TOGRI BLISHMTE 270N ASLEL TPAQUK HE TPUCYIIANR IPAHITOMR
MH(QOPMAIHOHHON TEXHONOTHH, B YaCTHOCTM JOIKHR 00BADVKHARATECH U GIOKHPOBATHECS IIPOTOKOJIEL
HCNONb3yEeMBIE€ IJISI CKPBITOTO YIpaRrIeHRs BpenorocHmm 110, Tagme xak [CMP, DNS u 1.0, B momsx
JaHHBIX IMAKETOB KOTOPHIX COUEPXATCA HE HOPMAaNLFES [ eWHEX  [POTOKONOB JaHHBIE IO
COIEPIKAHHMIO Y pazMepy (HANPHMED YIPABIARNINE KOMAKH (5] )

B /ST AIMEHUCTPATOPOM Ge30TACHOCTH KOHTRORWDYETesS colenxanue (IIPOM3BOIUTCS
aHau3) H paboTOCIOCOBGHOCTE CACTEME! PACHORHARAAYS KOVITHLIO TONHEIX 2TAK (aHATH3ATOPE), 8 TAKXKe
CBOEBPEMEHHOCTE OOHORIICHUS 0a3 DeVIAIOLX Jipankil,
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3.8. ObecmeyeHue HETOCTHOCTY ¥ OCTYIHOC T

3.8.1. OGume nonoKeHws

3811 B AC YupexueHus 1puMeHsIoTes CiIeyIolHe cnocobbl pe3epBHOro KOMMPOBAHHS

U BOCCTAHOBIICHUS IIOCTYHHOCTHI

- PE3epBHpOBAHME HACTPOEK [POrPAMMHOTO OGECIEYEHHS H OGOPYLOBAHHS (3KCIOPT
HAaCTpOeK); ‘

- peryispHoe %‘)C3CpBHOC KONUPORAHYE TAHHBIX, BKIFOYAS 0OPa3kl BUPTYATbHBIX MAIINH;

- CO3JaHHME TOYEK BOCCTAHOBICHWS CHCTEMBLI UEPes MEXAHU3M MIHOBEHHBIX CHHMKOB
(CHAMIIOTEL); }

|
- BOCCTaHOBIIGHHME IPOTPaMMBI wiE JipaliBepa ITyTeM ITepeyCTAHOBKH, (€3 BOCCTAHOBJIEHHS
CHCTEMBI IIOJTHOCTEHIO;

-  BOCCTaHOBJIEHHE WM CO3JaHHE HOBOW KOIMYM CHCTEMSI M3 TOMHOTO 00pas’a CHCTEMBI <
STAIOHHBIX Ia6IOHOB.

382, K xaxmomy cepercy AC VvupenicHus. WX HPOrPAMMHOMY OOECIIEUEHHIO H
00OpYHOBAHHMIO NPHMEHSETCS FKCIOPT HACTPOEK. 1lpd OICYTCTBAA TakoH (YHKIHH, HapaMeTphl
HaCTPOCK, IapaMeTphl OKOH, HMaHeJel WHCTDYMSHTOR W manens’ MeHi0 pPe3epBHpPYIOTCS TPH IIOMOIIH
CHHMKOB 3KpaHa. f

3.8.1.3. PesepBHBIE KOIIHM CHCTEM U N@HHBIX MOTYT XpaduTcd Kak B RAID maccuBe, Tak
Ha BHEHIHUX YYTCHHBIX HOCHTENAX. B crydae MORBINEHHs BePOITHOCTH aBapui, agvuaHCcTpaTop B
JAOIDKEH OpraHM30BaTh XpPaHEHUE DE3EPRHLIX KONMM B OTAETEHOM MOMEINEHHH, OCHAIIEHHOM
COOTBETCTBYIOINUMM CHCTEMAMK BEHTHW A1 Wi, KOH/{WIMOFITNORAHYST U QTOTIEHAS.

S, Pe3epBHpéBa1{ne CUCTEMBON THAOTAMATTATR

3820 [InapupoBauwe » peam2auuio  pahoT [0 DeEPRUPOBAHHIO  WH(MOPMAIHH
OCYIICCTBIIIET aAMHHUCTpaTop Mb.
3822 I xaxmoro yana AC  Vunewrersus ©030aeTcs  0OpPa3  CHCTEMBI  IIyTeM

KIIOHHPOBAHHUSA KECTKOTO IHCKA (DH3U™UeCcvoro umu BUOTYANRHONO ), BKIIOYANOIIHE Bee He0OXOIMMC
[POrPaMMHO€E OOECTIEYEHUE U HACTPORKY HE30TIACHOCTH

3.8.3. PesepBupoBanuwe maHuLx

3.8.8:1 PesepBHoe komunonanue WHOOPMAIHOHEBIX PECYPCOB  OCYIIECTBISETCS [id
JIBYXYPOBHEBOM CXEME POTALNU:

- IOJHOE DE3¢PBEOE KONMUPOBaHWE HMHMOPMAIVOHHLIX PECYPCOB BBIIONHIETCS B KOHLE
Ka&XI0ro Mecsia. ApXyB XpaaKTCs B TEYEHIE TO/IA W SKALET 1 apXFRov Y2oRHS |

- HHKPEMEHTAIBHOE PEZEPBHOS KCITADOialing WHODMAMOHHBIX DECYpPCOR BBIIOIHAETCS B
KOHIIE KaXXIOM HENENHU (B NATHWMIY My cyCO0TY). ApXUB XPaHUTCS B TeUEHUE KaJICHAapHOro Mecsna
SABIIIETCS apXUBOM YPOBHSA 2,

163 Anvauuctparop Wb aactpaid Pe3epBHOr0 KONKPOBAHUA, IIyTEM
HaCTPOMKM INTATHOIO MNAHUPOBUINKA 387789 DIT2DAIHOHHEN CHCTeM Fa 2RTOMATHYSCKOE BBIIOJIHEHHUE
PE3EPBHPOBAHUSA INAHHEIX B COOTBETCTBHZ © «II1AHOM NE2eprHOrG KOIAPOBEHUS HHGOPMALMOHHBIX
pecypcoB» (Ilpunoxenme Nol.&). Pesc surte xomix ipv  =e0fx0MMOCTH JODKHEL HOABEPraThCs
ApPXUBUPOBAHUIO ITyTEM CKATMS, C WCITONBIOBAFMCM ITAPHLIY VIHIAT OTEPAITUORIEX creTaM. Cucre
UMEHOBaHUS (alIoB PE3ePBHEIX APXHBHEIT KOIHH 10MKHA COOTBETCTBORATE TPABHTY AMEHOEZH!
backup-date '+%d-%B-%Y"" ‘

3.8.4. KOHTPOIIb IPOIpaMMHOTO 07 8cicyenys ¥ Aasnsty

3.8.4.1. H}¢6oe TPOTpaMMHOE O0eCcTegeHue, TUTAHWNVEMOE K RHEIPEHMIO, JIPOBEPSETCS
aaMunKCTpaTopoM VB Ha cooTBeTCTBME hYHKDWOHATY. VKAAHHOMY B OGWLHAIGHOW TOKYMEHTALHH.
COBMECTHMOCTH € HMMEIONIWMHCA  TIOTNaMMHO-ATITAanaTERME  TIAaT(OpPMaMBA.  COOTBETCTBHE
KOHTPOJIBHBIX CYMM JHUCTPAGYTHBOB, ITYGIIKVeMEN Ha othw e TEHEX callTax TIPOU3BOIUTEIS.

3.8.4.2. JAns KOHTPONSA  IRMOCTHOCTE  daillos.  HE  HOANEKAIIMX  H3MEHEHHIO,
aIMHHICTPaTOpoM UB TeHepHpyIOTCS M COXPAHSIOTCS KOHTPOTEHEC CYMMBI yKa3aHHBIX (aiioB.
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3.8.4.3. KonTpons uemocruocts peanu
CPEICTBAMHU ONEPALMOHHBIX CHCTEM, ¢ TOMOIIEM) KOTO
KOHTPOJIbHBIE CYMMEI B L‘IeneBLIx KaTajaorax.

3.9. 3amwura uomememm H TEXHUYECKUX CPEReTe

3.9.1. O6ume nono;erH;I

2VET

:5 wrarebivi cpeactBamu C3U or HCJI mnu
DLIX BEYUCTAOTCS U CPABHUBAKOTCS C 3TAJOHOM

S HqumeHHH B KOTODBIX PasMEeIIAOTCA KOMIOEEHTH AC YupexeHus, cepBepHEIe
KOMHATel  (CTOMKH) HNOMEINCHVs,  UpEeIHasHa9cHHBIC Nl ABTOMATU3MPOBAaHHOM W

HEaBTOMAaTU3UPOBAHHON o6pa60TKH amymaeVol wHbonMaTTH, SBISIOTCS PEXMMHEIMH OOBEKTaMH.
Cotpynuuku OTBCTCTBPHHHG‘ 38 COOMIONEHWE MED 3AUMTEl HA PEKUMHEX OOBEKTAX ONPEeNeNsIIOTCS
IIPHKA30M pyKOBOIlI/ITCJ'YH Vapexnenns. Heo6X0IuMO KOHTPONUpoBars (GU3MYECKHH JOCTYI KO BCEM
TEXHUYECKUM cpencmalxﬁ U xoMmMyTupyromemy ofopvioradvr AC VupexaeHns.

39000, oc*ryn B PEXUMHBIC [TOMEINeHUs B Hepaboyee BpeMsl I0JDKeH ObITh 3a6JI0KApOBaH
ABEPBIO, 3aKPHITOM Ha KoY. B nafoues ppemMs IocTyr B nomenenye ZOHTLOIUPYETCS OTRETCTBEHHEBIM
COTPYNHHUKOM, HAXOASIUMCS B oMerenuu. [Ipw oTcyreTeum riepcoraga, HAXOKIEHHE R DEXHUMHOM
TOMEIIEHUH IIOCTOPOHHHX JIMI 3aLPEIaeTe s, & ABeph J0NeHa OBITH 3aKDEITA Ha KIFOY.

BIONESH Bce paboTel 1o 0OCHVIMHBAHEIO (PEMONTY) TCXRWYECKHX CPEACTB BHEIIHHMHU
OpraHU3aIUIMHI npOBon#Tcsx TOILKO TIOJI KOHTPOIEM afMuHucTparopa Vib

3014, B kadecTBe Mep®I KOHTPONS RCKPLITHS TEXHWYECKHX CPEACTB, MKa(oB
TIOMEILEHAHN, IOMKHO HCITOMB30BATHCS WX OfIeUaATHIBAH jE.

89005 Pazmemiesne nucrieen.  kiaBMAarvp, [PMETENOR  NOMKHO HCKIIOYATh  HX
HECaHKIIMOHMPOBAHHBIHA IIPOCMOTD MOCTOHOHHWNY IAIAMY ¥ TOCETATENIMHA.

39.1.6. PasmemieEne ¥ pewsM SKCIIVATANUHE YOTPOWCTR BHBOJA ayAHOMH(OpMAIME

U

JOJDKHBI HCKIIIOYATh HECAHKIMOHMPOBAHAOS FIPOCTYLIV: ZAQOPMAIIMM. B 9acTHOCTH paboume
MECTa, TIPEe/IHA3HAYCHHBIC JITS OKA3AHAS TEAENE 1 FH ORI 1 1A JOJKHBI OBITH PAacIOIOKEHBI
B OTAENBHBIX MOMEIISHUSX, @ BBIBON ay/M0 WHODOPMAmTd [OIKEeH OCYIIECTBIATHCS B TapHHTYPY
TONE30BATENIl B CHIy4ae HEBOIMOKHOCTY WCKUIOYCHIY  ACCAHKIMOHVPOBAHHOTO HPOCTYLIMBaHHSA
MH(OPMAIIMK OPraHH3aHOHHRINY MEDAMT.

£l B PeXuMHBIC NOMEIEHUS DEKOMERIYSTCH OCHAIUATE CPEeACTBAMH OXPaHHOM H
TI0XKapHOH CUTHAIH3AIHH.

3.10. 3ammTa MHGOPMAFOHEON CHCTEMEL, CHETEN RN M HeDeT2UE JARHEIX

3.10.1. 3amuTa nEbOOMALCHHOH _c:'r“ve\.r: bl

3001 1: IMuranue xmovessrx ysnos AC Vanexrenyd, BKHOUAN CEPBEPhl M aKTHBHO
000pyI0BaHHE HEOGXOIMMO OCYITIECTRIATY U°p° L VCTOAHIIG SecniePeDORHOTC TUTaHUS.

30.1:2. Joctyn x narepdeiicam ofucnnenus BlOS (1OKaIbHbLIM, CETEBAIM) 3aIIPEILASTCS.

310,13, B pmomonmenme x wepam, yrasaHEmM B 7 3.3.5.8 B AC Vupexnenus npw

HCIOJIb30BAHMM  CPEICTB  MEKCETEBOI'D  3KpaHApoBamyst.  AaMumEdcTparopoM HWB  momkHbI
PEalIM30BBIBATECA M IMOCTOSHHO KOHTPOAWNOBATHCH 17 RCAZMEHROCTH  CIIENYIOIMe NapaMeTphl
yIIpaBIEHUS HHQ)opMaUHOHHwn TIOTOKAM!

= 3anpemeHm BCE COEAMHEHY S XPOMC TCX, KOTOPHIE P23PEIUeHs] ¥ JRIIIOTCS MUHUMAIBHO
HEOOXOAUMBIMH;

= YCTAHOBIGHHE COCOUACHVI Yepe: CeTh VIHTEeDPHET ¢  cepBepaMH  OOHOBJIEHHSA
QHTHBHMPYCHBIX CPEICTB, CHCTEMHOIO % TIPH KA THOTO BMMEOY GOCCITEUEHHA Pa3peIaeTcs TOJIBKO
C MCIOJIb30BaHUEM NPOTOKONA hitps Ha BPevsA 91010 OOHORTEHY A, U STOKAPYETCS TTOCTEe €0 OKOHYaHHS;

= ceTeBoe B3ammoneiicTere AC Vupouenns ¢ .HRC VapeskJeHUs pazpellleHo, B oobeMe
MUHEMATEHO HEOGXOMHMOM H AOCTATOUNOM A7 QyHKnrosnposarya AC YUpexxiacHHUS, MPU 3TOM
obecneynBaeTCs 3aMpeT AOCTVIA ¥ 2aiinaemal vuthopyamy ux JTIRC Yupexenus

3.10.2. 3amuTa KaHATOB CBS3U

2:10.21. Hﬂﬂ OpraEv3ally MO HCer v eRTHOMC B3anvieeiicTBus B AL YUupexIerus NOJKHD
HCIIOJB30BaThCS  CEPTH(WIUPOBAUALIE TPOTMSMMELIC ¥ NPOrPAVMHO-ATIIAPATHBIE  KOMIUIEKCH
mudpoBaHus. |

3.11. 3amura (‘pemﬂ BEDTYANU2 AT
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Sl 4l HQaBo YCTaHOBKM H HACTPOUKA CPELbi BUPTYAIH3AUKMH TIPENOCTABISIETCS TOIBKO
aamuuucTparopy b, '
3:01.1.2: Hoctyn k mHTEpdeiicy HACTPOEK 1WIEpBA3OPa NOKEH OCYIIECTBISTHCS MOCIE

|
IIPOXOXICHUS npone,uyq I/I)ICHTH(b}H’\'aHHH A ayTCHTUPURALMNE 5 COOTBETCTBHHA C TpG6OBaHI/I${MI/I K 3TUM

InmoJacucreMam YCTaHOBHQHI{BMH HaCTOAIMM NOJIOKEHUCM

510 O R Hoctyn k mHTepdeiicy ynpaenedns cpenoil BEPTYATH3AMAN OMYCKACTCS TOIBKO
JIOKAJIbHBIMH.
3.11.1.4. OCTYn K habimaM xou@urypauy modin CepRECOB BKOYAS BHPTYAIH3ALMIO.
Dot . 3 v L g

CPEZICTB 3aIUTEHI nnd)op?}v[auun Y BUPTYaILEBIX MAUIMH. PARHO Kak W K WCTIOMHAEMEBIM daiiiaM Iro0bx
CEpPBUCOB, CPEICTB 3AILMTH MHPOpMAIWK ¥ KOHTEHHEPAM BADTYAIEHEX MAIIHH Pa3DeniaeTcs TOIBKO
agmuHKCTpaTopy Wb myreM cooTBercraviomedi wactpoiixz centudunmporanroii ®CTIK Poccuu
CHCTEMBI Pa3sTPaHUYEHHST TOCTYTIA.

SEL LS. BHyTpennye cern TUNEPBH30PA (RUPTVATEHEIC CETH) MOJKHB! OBITH OTKIHOYEHEL
KakoMy 3ammmaeMoMy CErMEHTY BUPTYATH2HPOBAHHON VH(PPACTPYKTYPHl NOJKEH COOTBETCTBOBATH
OmMH (u3MYecKuit HHTEphEHic ceprepa, HONKIHUCHEE HENGOPEILTRERHG K TIOICUCTEME MEKCETEBOTO
SKPaHUPOBaHUS. |

i .
£ 818 4 BuyTpu pasrepuyTeix wa Oaze REpTVATRHON HHQPACTOYKTYPH BHPTYaIbHBIX
MaIlliH JOJDKHBI BBIITOJIHATECS BCe TpeOoBauys HacToTerc | 1o10weAns.
LT Ilopcucrema perucTpalivv COOBITHU HOIDKHA PETHCTPHPOBATH BCE COOBITHS

THIICPBU30pa, & TaKke COOBITHA BHYTPY BADTVANLHEIX MAMAR B COOTBETCTRVM ¢ TheGOBaHUSMU
MIOACUCTEME perHCTpaunh COOBITHH yCTaHORIIEHHRIMU HACTOSIIM [lomoKeHueM,

3.12. 3ammuTa MOGHIBLHEIX PAGOUHY MecT

3.12.1. Obuume monoKeHus

120 L. VcTionb30Ramwe TeXEOIOTUH GECOpPOROHOTY NOCTYN2 OFDAHMYEHO NMPUMEHEHHEM
B AC VUpexueHus cTasIapToR CoI3M st MOGHIEHEIX VerpolicTs (pabodux MecT) Ha 0ase ILIaHLIETOB.
Jpyrue peanu3amiy TEXHONOTHIA GECDOBOMROIG HOCTYNA e JOMYCKARTCS. _

SRS B AC VupewgeHus 2anpeliero UCmOTh20BaHAe TUYHBIX MOOMIIBHBIX YCTPOMCTR
(Mozmens BYOD), a Takxke yCTPORCTB [UIst XOTOREIX HE ONPeIencH TeKY AR Biakelell.

312808 Ha  MOGMDBHBIX  yecTnoWeTBAX — JO/UKHA  OTCYICTBOBAaTh  BO3MOXKHOCTB
HECAaHKIIMOHHUPOBAHHOK YIANEHHON axi¥salii (00bIX [epupepuiieix  yCIPoAcTs sB0oAa (BBIBOJA)
MHGOPMALHH, ¥ KOMMyHAKAIMOHHEX ceprucop cropowrax nag (mpomairepor) (JCQ. Skype u uHBIE

CCpBI/ICH). 3anpeT HECAHKITHOHUOBAEHOHR VIAANCHEOY avTHRAWE JODKEH OCYIICCTBIIATECA Y€PE3

¢usndgeckoe HCKIIOWEHWE T3XOM RBOIMOKHOCTH W [(0adW) 1y VIPaBICEAS  NPOrPaMMHBIM
obecrniegeHHEM. ‘
3.12.5:4. KoHTponms HECaHKIMOEXLOBINHOTO - WCROIIH208aHHA  MOJYNeH, Pearn3yIomuX

TEXHOJIOTMH MEpeNadd PeYM ¥ BHACOMH(BOPMANTY HOCTHIASTCA Hepe? 3ampeT ACHONb30OBAHUS 3TH
MoJyne# Ha ‘HpOFpaMMH(i)M YPOREE

34215, AnvuauctpatopoM UB nomkeR ARITE PEAanv3oBAHBI MEXeHWAMEL cOopa JIor-
¢aiinoB ¢ MOGHIBHBIX YCTPOICTE ¥ HENPEpRIBHLIA &y, w7 51ux Jor-(hafifor B NeNsiX BBIBICH
HECaHKIMOHUPOBAHHBIX 1EUCTBVH.

BAIPAING: AIMHHHCTPATOPOM KI5 A0MKHSI NPOBOMUTCS BEIOOPOUYHEIC HPOBEPKH MOOHIBHBIX
TEXHMYECKHX CPEACTB (Ha NpeaMeT WX Hangups) i Xpargiredies via wux uHbopManyy (HarmpuMep, Ha
IIPEAMET OTCYTCTBHS HHGMOPMAITEY, He COOTRETCTRVIOMICH M2 K/ D0BKE HOCHTENS HR(OOPMAIIUH).

3.12.2. UnenTuduxauus & ayTeHTAl KA :

2 IEu. 201 OKpaH MOGHNEHONO TCTPOWCTRA IOMKEeH OIOKWDOBATECS € HEOOXOMHMMOCTBIO
BBOJA I1apOJIsl WU PIN—Iqozla 75 pa3bIoxipoBak .
BElDADDx Haponn. BBOARMEBIC Fa MOOWITEHOM €ipORCTBE JIOJDKHBI CKPBIBATHCA, IJIS YEro

aJIMHHHCTPATOPOM GE30MaCHOCTA  OCYIIECTRANETCH  COOTBEICTRYXOas  HACTPOlKA MPOTrPaMMHOTO
obecneueHus. ‘

3.12.3. Yipasnenue 10cTviioN

a2l Hei)equB COTPYTHUKOR.  XKOTODBIM  PaspeiieHd HCHOJb30BaTh MOOHIIBHEIE

TCXHUYCCKUE CPENCTBA OTINCULIIACTCH PYKORG LA TeNEM Y MDA ICH UA
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312:32, M06I/IJIbHLIC YOTpOHCTEa, paspeneryiie « ucnoss3oBauuo B AC VupexaeHus,
MOAJIEXAT YYeTy, KOT%pBII/I ocymecTersieT aimuHucTparop UMb B «XypHane yuera MOOMIBHBIX
TEXHUYECKUX CpeJICTB>‘ (IIpunoxenne, Nel.5). Beimaua MOSMILHEIX YCTPOKCTE  NPOU3BOTUTCS
COTPYAHHKY IOJ POCITHUCE, ITOCIIE O3HAKOMIIZEHS ¢ HACTOSIUZ M []ONOMKERHEM.

| )
312033 [Monk3oBaTenu MOGHIBHEIX YCTPOHCTE HOMOKHEL UMETh JIOCTYII TOIBKO K
PaspeLICHHEIM Web-pecypcam UL B32UMO A ICTENS [0CPE, 1T BOM LirraTs0ro web-Gpaysepa.
3.12.34. Hoctyn x (byﬂxumm TeOJIOKALWH [OIKSH OBITh INPEJIOCTaBIEH TOJBKO TEM

TIPUIIOKCHUAM, KOTOPHIE HMCHONB3YIOT JAHHYHd DyHrawo » 4endX HABWIaUMd 4  OHPEACIICHHS
MECTOHAX0XKICHHS nponiaamero ycmoﬁmc«n.

3.12.4. OrpaHWYeHHE INOTPAMMHOMR CDELILT

3.12.4.1. Hd BCeX MOOWIEHBIX  vetpoiieTrax  AnmmmuctpatopoM HWB  oTkmouaercs
BO3MOXXHOCTH yCTaHOBﬁ(H NPUTOKEHAN ©3 HEW3BECTHLIX MCTOYHWKOB. JIOIYCKAETCS YCTAHOBKE
NPUIOKEHHS TONBKO ¥3 obmrmanexen<  werousmxor  (Google  Play) [0 COTTacOBaHHIO ¢
aaMuHUCTpaTopoMm KB. |

3.12.4.2. AJJMHHHCTpaT()nOM Wb dopMupyiores crmcxy nasperieHHsIX K MCIOIb30BaHHIO
npunoxenuit (6ensii cumcok). Ilpy  @ovvuposanun Oenoro civcka (IO OMKHBI  yYHTHIBATHCS
KOHQHUTYpaIlOHHbIE HaCTpomcH APUITONSHHUY  KOTOPBIE YACTO 3aIpallliBalOT MpaBa, 3HAYHTEIHHO
IIPEBOCXOASIIIHE (I)yHI\I]‘;I/IOHELHLHOCT‘o upuroxerui. Taroe [10 OTHOCHTCS aIMHHHUCTPaTOpoM K
NIOTEHIUAILHO OMACHOMY M PACCMATDURACTCS KEK HEKENATEIbHOE ¥ yCTagoBKe, Toefyrouiee YCTaHOBKU
aHanoruyHoro I10, ¢ afeKBaTHBIVT MNaBzy1,

3.12.4.3. Iponecc oGHoBNeRM: [10 MOOUIBHELE YCTPOMCTBA HOIKEH IPOU3BOLMTCS He pexe
€M B pa3 MeCAL (IIPA YCIIOBAN HATHIHS (OO TEETE zpwrmwv 00HORNEHUH ¥ COOTBETCTBUS TPEOOBAHHUIM
(opMynApOB, MCIONB3yeMBIX Ha HAX CPEICTE 3AUTHY). [LH0USCE OAHOBNCHNAS JACIKEH BHITONHITHCS

ODMUCTR,

AnmurncTpaTopoM UB ist Beex MOOSHILE LY yorT
3.12.5. 3amuTa BCTPOEHHEIX HOCK.

SAAS 3am;ma BCTPOELHK HOCYUTE

wh updopMmainy
CH HHQOUPMALMI NANIPARIEHA Wa HeHTpald3aldK
yrpo3 yTeYKH HH(})OpMaHuH B CIVYASX VHHYTOKCHHUS, OTIPABKA B se—mozrn Hepesayn apyromy Jumy (E
TOM YHCJIE M HECAHKIMOHMPOBAHHON ) BTV YTAIA3A Ml B0 RUEX NEneqiCIednLX Crydasy HhopMaIms
HOATIEXHT TApAHTHPOBAHHOMY YHUHMTOWENHTH) (30TUPAHHO HE Melee u9eM B 2 IPOXona), JOIMyCKAeTCs
HCTIONB30BaHAE GYHKIMY «cOpOC & 3aBOICKMM  VCLUNORKAV», Apd HATAYHE UONTBEDXICHAA €€
s¢dextuBHOCTH I 3ATHPARMS JaHBIX E COIe KOFTPOTU 3alHILECHHOCTH.

3.12.5.2. I[aghme XPAHSIHECS. H2 HOCWTensY WahOpM2IH MOOWILHEIX yCTPOWCTBAX
HIUPPYIOTCS ¢ MCIONE30BAHYEM IHTATHLLY CRENCTE MOGWILHEY YoTpoieTB Ha mapoie IOMb30BaTells.
VYuTEIBas, YTO DITATHEE YTHINTE IHH(ONORAH 10T paCortare ¢ SD-xapramu, XpaHeHHe
KOHGHUICHIMANBHOM HAEGOopMAnKT Ha S0 1aptay 38 e

842,53, Pe3zepBHOE KOMMDORA¥ME WHOOPMATHE BSITOTHISTCS TOTBKO aJMHHUCTPATOPOM
UB. Pe3epBHBIE KOIMUY JAHHBIX MOSHIBHEN YOTPOKCTR T3 731CH KoM ICHUHATEHOM HEDOPMAIHeH.

3.52.5.4. Ha MOGHISHEIX yOTPOWCTBAY AKTUEAPVIOTCS (QYHKIWH 3aIUTBl OT XMIICHHH,
KOTOpBIE IO3BOISIOT OOHAPYKHTE MECTOHAXGHICHNS YOTNORCTBA W/ UPON3BECTH AUCTAHIMOHHOE
3aTHpaHue HHPOPMAIIAH. :

Sl 235, Tpebopanus N0 =aIFTE BACTIPO mﬁ HSIOTCS HA ROS RUIBL HOCHTETeH uHopMarmy
MOOUIIBHBIX YCTPOMCTB, \ch BCTPOERHSIE. TaK # CREMULIe KAapThi HAMSTH ¥ B IEJIIOM COOTBETCTBYIOT
TPeOOBAHUSM K 3aIUTE HocvlTeﬂen vmqu, WATAR

246! AHTHBHpvcugg_g.g_n

3126, ?d)(bemnhﬁnc EHTHBUPYCHON 3AUTHThl HAUPAMVIO CBS3aHa C coOmoJeHHeM
TpeOOoBaHUH K orpaHqu}imo OPOTPaAMMEOH CPaIIEL

BEIDA612] C)CPOBHBAML. NPUAHAKAMH.
SIBJIIOTCS  COBEPUICHHE MOGANLHBIV ym, joric

CTCH

OTMME  Ha  3apakeHme BpeloHocHBM 10,
ACTREY G032 YyI2CTHS TIONTh30BATENS (HApUMeEp
pacchUIKa SmS) WTH Heo@mcnmm BHICOKOE HOTTES YOCOB MODTITEHBIM YCTPOUCTBOM (Oarapest
CITMIIKOM OBICTPO paspsikaercs). TIpy ofHapy ey BEILCICPCTHCICHHBIX IPA3HAKOR, PABHO KaK H O
Gbakrax yrepy wm Loawn MOOHIIBEOTO  yCTPOMCTRA  CICAYCT  HE3aMEUIMTCHBHO — COoOIIaTh
agMuHHCTpatopy Ub.

VICHHES DE
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3.12.7. KoHTpoas (aHANH3) 3AMMIIEHEOCTA pHQOpMAaI Y

A 271 AnmuHHuCcTpaTopom WIB  pomxes .-:pmaor[mhf‘ﬂ NIEPUOJUUECKHH  KOHTPOJIb
SalMIMEHHOCTH B LENAX BBUIBJICHUS YA3BAMOCTEH OpOrpaMMHOr0 obecHedenus M TeCTHPOBAaHUE Ha
MIPOHUKHOBEHHUE.

G277, Anmunuctpatopor  MB  mommes  npoBOAETECE  KOHTpomb  3(QeKTHBHOCTH

3aTHpaHUA MHQOPMAIMH MYTEM IICHOBITOK ¢ BOCCTAHOBICHHS B XOIe KOATPOIst 3P hekTHBHOCTH
MPUHATBIX MEP 3aIUTEL

331273, Anmuructpatopom Ub nomxer nposoaTes KoRTPONE 3¢ (OEKTHBHOCTH 3aTHPAHHS
UHPOPMALMK HyTeM NpUMeHeErs 110 [yt TMCTAHIMOHHOTO 2aTHNaHHS T@HHBIX (3aI0UTH OT BOpa),
IIyTEM IOIBITOK €€ BOCCTAHOBIEHHS B XONe KOHTPO T 3h(De THRHOCTH HPHHESTEIX MEP 3alIMTH

3.12.8. 3amura MOOGHIBHBIX VCTDONCT: PEAAYH JAHHLIX

31281 Ha MOORITBHEIX  VCTPOHRCTRAY NOTKHE! NTCYTCTROBATE CENBUCEL TTO3BOISIONINE
TNIPOM3BECTH TOAKIIOUEHUE K KOMARTHOMY [THO1e coepy onepanucounoll cuctemsl. Otmaaka no USB
AOJKHA OBITh OTKITIOYEHA.

5:12.8.2. Ha MOBHIBHEIX YeTPoHCTRAX NOMKAS BHITONHATLOS CHHYOHA3AMUS. CO BDEMEHEM
CETH. ‘

3.12:8.3. I/’IdHOJHﬁOBaHHP BHETUHMX 00N8YHBIX CEPBUCOR T XPAHCHHS NaHHBIX 3aIPENIEHO.

3.12.8.4. Hpn UCTUOTB30RAHME MOOHMNEREIX YCTPOPCTR B AC YUpeKIeHUs PEeKOMEHLYETCS

3a/ICHCTBOBATE TEXHOJIOTHYECKOE DEIUEHWe VIOBHS 1P INNUATHS, KOTOPOe HEeHTPATHRyeT YIPaBICHHE
MOOUITEHBIMH yCTpon(‘TéaMn (mobile device manacement - MIDM) B nensx co3faFms €HWHOM TOYKH
KOHTPOJIA YCTPOMCTB, €AMHOOOpasHsi VIpaBleHns KOHOMIyparwell U OGe30MacHOCTBI0 MOBGUIBHBIX
ycTpo#cT. Jls mened UEHTPAIWRORAEFOTO VIINABNEHHS JTOMKEE! WCIONB20RATECS WCKTIOYHATEIHHO
3alIMIIEHHBIE KAHABI CBS3U.

3:12.8.5. MDM  npegmasHauenz i A0TKTOYSHMS  PACHPOCTDAHEHHHIX MOGHIBHBIX
mnarhopm. AnvuHECTpaTopoM U5, ¢ momommo VDM Bei imaorcs:

- HaCTpOWKa MpaBuil ayIEHTHhWKXZLMN  COTNAcH”  TPeGOBANKSM, K T2DOSEHON  3aluTe
HACTOSIIEr0 IOOKEHY |

- HacTpo#Ka 6¢JI0ro U YEPHOTC CiillicKa LPOTPAMMHOI0 OGECTIeYSHHU;

- OOHOBJEHHE = KOHQAIypalmyu AOOHILHOMD  yOTpORCTRA W MOAUEPKKE HEH3MEHHOCTY
KOH(HUIypaIii MOOHITBHEIX YCTDOMCTB:

- HacTpoika n?aa-zn CETEROTC R3AMMOLACHCTBISA.

- MOHHTODHHT | XYPHANOR CORBITING  MOSTIIHOrD vCipo¥cTB B UensX  ODHApYXCHHS
B37I0MaHHBIX (jailbreak wim root) MoSuIBERRIX VeinOiici B

3:.12.8.6. AIMHHHICTPATOPOM b ;OmKEED JOXYMEHTHAPORATHCS aHOMAIWM, TaKWe Kak
HECaHKITMOHUPOBAHHEIE U3MEHEHNS KOEDUryparyy ingd MOoSHNBILX YOTDOWCTE.

3.13. Ynpasiewrie Konui ypaigucii

3.13.1. Obume m10710kKENR

3Bkl Uop vmpasmengen woadvaypaied rovnMaetcs GopmainsosanHas Npoueaypa
TIO/IIEPKAHKS B HEU3MEHHOM RUNE rf()H(hn“vfa amg AC Vupe xienud v cucTeMBl 3 TE HHbOPMaLuH.
854312 ITox w3MeHeHiieM KOR(QUIVDaluK (OHUMASTCS BHCCEHWE PAHEE HE OrOBOPEHHBIX

U3MEHEHMH B COCTaB mporpaMMunly ¥ amuapai=es cpercts AC Yupewaewus. TavuMm ofpasom,
OOHOBIICHHE BEPCHH (3aMEHA) PAFee VITEHHWIX HPOIDAMMHBIN W TEXEAUECKHX CPEACTB HE SBISETCS
U3MEHEHHEM KOH(l)I/IFV")aIYV u. ‘

3:13,1.3. Bce wiveneHus E KOHQUTYpAUY TEeXHHYECKUX ¥ NPOTPAMMHBIX CPEACTB Hé
06beKTe HHMDOPMATHREIMY TOIWHE! TNOWIROTINLAT & 2THOTON CONTEETCTEUM € 3KCIITYaTalHOHHOY
JOKyMEHTalMeH Ha HuX. HeoOxopaMo TWPOBCIUTE [(PEHBANUTEIHHEIE CTEH/IOBHE HCIBITaHK ¢
IPOrpaMMHOTI0 OOECTICHEHE S ¥ TEXHNIECK X UHE(CTR MEDLL BR0,10M & SXCTHIVATATMIO.

3.13.2. Texuwmyeckuii macropr :

320 Ea%oBaﬂ koudmrypaiza (npoguiky AC YapexteHns oTpaxaetced B « TeXxHHIECKOM
IacIopTe. 3




31302 Texunyecko#t macumopt paszpabartkiBaeTcs aiMEHHCTpaTOpoM MB M ommcbiBaeT
6asoByio KOHHUrypamwo (mpodums) AC VapexieHus, cocTara yeTaROBICHHbIX [IPOrPAMMHBIX CPENICTB
¥ CHCTEMBI 3aIMTEl MHYOPMALKH (CTPYKTYPY CHCTEME! 321 Th! “HHOPMANHH, COCTAR, MECTA YCTAHOBKH
CPEACTB 3aIUUTE KHYOPMALIH, TPOTPAMMEOTO OBECIIEHSH S { TEX HITUECKIK CDEJICTB).

80 IlepeyeHp  Pa3peICHHOTO K  SKCIUYAT2lAM  IIPOTPAMMHOTO  OBECIIeUeHHs
pa3palathiBacTCs amMHHHCTpATopoM WE ¢ yueToM MuHEMEmHO  HeohXOMMOTO Habopa IIC
HEOOXOIMMOTO JUIS PeaTM3aliy 32 2HHOM 115 (pOPMALHOHAON TeX HOTOTHHE.

3.13.2.4. Bee w3vewenwst B KOH(urypaumm otpaxaxores anmuEmcTpatopom HWB B
Texnnyeckom macropre.

3.13.3. [Ipouenypa BHECEHMI MIMEHCHL I B KO AL

£ 5 i 52 8 Buecenue wamenexii 1 70 IPOW3RONITCS 2NMMERCTpaTopoM UMb, Ha
OCHOBaHUH cnyxceGHon 3aUCKY  OTBETCTSEH 2a opraswzammo 3 m obpabortku  ITJT.
OTBETCTBEHHEBIM 3a opraHmaumo 3M u ofpabotky NJIMory™ Srms BPHHATE CleNyOUIde PENICHHUS:

Korbur

- YCTaHOBXa, 341MCH£:, yerpoiierna (yaaa, HI0Ka);

= HU3BATHE YCTPOUCTBA (y3)Id, 610K4a):
- YCTaHOBKa (pa3BEePThIBAHME) HOLLIX IPaMMALIX CPEACTB, HEOOXOMUMBIX IJIS PEIICHUS
OIIPENIEIIEHHON 3aHauu ()iOﬁ&BJICHH& HOBOH BO3MOKHOC U DEILEHNY SaLa4qu);

- yOaJleHue HpOI‘DaM\ﬁIY;IX CPENCTB, HCNOGIL30BABILNYCH "I PelICHUd OTpeleNeHHOM 3anaun
(MckIIOYeHHE B03M0)}<HOCTI/‘ pemernd Jaunoi 387a41)

3.013:3.2. WU3bsTHE CPENCTB BEMUCIATENBHON TEXHMKY Ha CKIaJ, B PEMOHT WM B JPYroc
NOJpa3AEICHUE AJIS PEIIEHHS MHBIX 3a0ay OCYLICCTBIAETCS TOJBKO 110CIE TOro. Kak afMUHHCTparop U
TIIPOM3BENIET YNAICHUE 3AlUALLGCMbIX JaHHbIA MM HOCHIENEH MHOOPMAIMK, HA OCHOBAHUH CIIyKeGHOM
3aIIMCKH OTBETCTBEHHOIO 3a opraauzanvio 31 n otpabotis 11

3:13.3.3. VeragoBka IporparMBOCG 00 CilsSes 45 B OU3R0NATCS anMHAHACTpaTopoM UB ¢
OPHUTHHAIBHBIX JUCTPMOYTUBROR HMIM KX HOCATENEH (KOM)IAKT  JIMCKOR B TJL), TOJYYeHHBIX
YCTaHOBJIEHHBIM HODSIKOM H3 OMHNMAZhany HCTOwUKOR. Jlis Bend(UKAIMH JUCTPUOYTHBOB TOJIKHO
BBIIOJIHATECS CPABHEEHE KOHTPOTSHBLX CYVM TONVUCHALLL NHCTDHOYTHROB ¢ STATOHHEIME 3HAYCHHAME
KOHTPOJIBHBIX CyMM. JIOCTVII K HCXO[HbIM (hailifaM v JacTpubyridBaM JOIDKeH ObITE MpenoCTaBiIeH
TONBKO agMuHucTparopy M6

3.13.3.4. ITpu m3venenum xowdhnrvpar
BCEX IMOACHUCTEM 3aIIVTEF MHMOPMATMY B COOTRETCTRIL
nposepsieTcs pabotocrnocobuoeTh 1O @ o pasiiik:
MPOU3BOAMUTCS KOHTPOJbh HASHAYECHUS{ IDAB [ACCTVHE HA CAUTENMHBS (
CKaHHPOBAHME CUCTEMH C TTOMOIHH) CKAHETIOE VHIRE JOCTENH,

3.13.4. KOHTpono%Km{cbnrypmmu

3.134.1. Anvrmnmpau poM Wb exeHelessH0 OCYIeCTBIMETCS KOHTPOIb KOH(GUrypaLm:
CHCTEMEI, IIyT€EM aBTOMATH3MPOBAHHOU TeHeparwy rpadhryeckod XapTel CETU ¢ VKA3aHMEM BCEX
IOJKIIIOYEHHBIX YCTPOUCTB. NIt ARTOMATU3AIAN TEHHATO UPNILCCA MOTYT UCTIONE30BATECS CKAaHEPHI
CETEM, BXOAALINE B COCTAR CePTHD LTI POEAH 2 AT e RHOCTH,

3.13.4.2. Ammpupctparopon VB OCVICECTRIBIETCS KOHTPOIb KOH(UIypalun
CHCTEMBI 3alIUTHI MEMOPMAIViK, TyTey  CKAHVPORAEMS  RUEIdrX  HHTepedCOB  MOTPaHAYHOTO
000opymoBaHus ¥ HMHTephENCOR KOMMY TalMOLEOr0  000pyLcRanpa. /(s aBTOMATH3ALUA JAHHOTO
Ipolecca MOIYT HCIONB30BATHCS CKAHEPEl CCTEH. BXOUIUIME © COCTAB CEPTHOMUIMPOBAHHBIX CPEACTB
aHaJIi3a 3alUUIEHHOCTY ,

3.14. OrpaHmsedse NporPaMMusin Cpe i

3.14.1. O6mue nonoxeHws!

7 anvereTparonoM B por3BOasSTCS HACTPOUKHU

© tpeforanvamy Hactoswero JlomoskeHus.
CTB 22T, B X0j1e IIPOBEpKY
bI M <ATAJNOIH, & TaKK.

'TH HACTHOVIKU &

s

. CPENCTR ARal

3.14.1.1. JIOOEe WIMEHEeHMS 2 COCTAE AUTAPITIOTG M TNOTPEMMHEOTO  OHECIIEYeHHS
BHOCATCS TOJBKO Ha OCHOBAHUHU « [€XHWUCCEOTO MAIBOPTAN 4 (IENSYHS DASPSUIEHHOTO K AKCTUTyaTal(iy

1O (6enbrit cUCOK). B MPOTABHOM CAYYaS AMHLE WIMEHETVA CA4TAIOTCA A3MEBEHYEM KOHDUTYpaHL.
DKCTPEHHOE M3MEHEHUE KOH(GUTYLALLHHE HilDeTiacTCs



3.14.1.2. YcTaHOBKA 06HOBIEEMH (e30nacHOCTH HPOU3BOMMTCS  aaMuHHUCTparopom Wb
HE3AMEIUTMTENBHO I[OC/ie OmyOnmKoBaHus wmudopMamiiy 00 yAI3BAMOCTH B  COOTBETCTBYIOLIUX
HCTOYHHKAX (Hampumep: http:/www.sec . ru/vuln ). Tlepen ycTaHOBKOW OOHOBIEHHUS
GesonacrocTH agMuHECTpaTopoM KB mposousTes ananis HaQOPMALENA ¢ BOSHAKAIOIHUX B CBS3H C 3TUM
OOHOBIICHHEM HOBBIX ‘ YASBEMOCTAX M ommbkax. HeoOxomuMo IpoBOAMTS  IIpeABAPUTEIHLHOE
TCCTHPOBAHUE YCTAHOBKH OOHOBIICHHUM B TCCTORCH ()21,

3.14.2. HJ‘IaHOBOf BHECEHUE A3MEHEHII

3.14.2.1 OO6HOBIEHME (3aMEH2) HPOTPAMMHAIX CPEJCTR. HEOOXOAUMAIX JINA  DPEIeHHS
ONPEZICNICHHON 3afa4y (OOHORNMEHME BEDCHI, HONONMBIYEMEIX [T NEWEHHS  ONpeJeleHHON 3amauy
IpOrpaMM) NPOU3BOIITCSA aAMUHKUCTPATOpON VIEB Ba OCHOBAHMY nﬁ\r'wﬁm)ﬁ 3aIUCKU OTBETCTBEHHOTO 32

\ biss e , X
opranu3auio 31 u 06$60TKH [TN. 3asexa na obwornewve (Raveny) NPOrPAMMHBIX CPEJICTB MOXKET

TNI01aBaTbCA MONB30BATEIIMA B MOGOW QODME Ha M OIB TCIHeHHOT0 32 opravvizamuio 3 u 06paboTky
I |
3.14.3. 'BKCTpeHHOP BHECESHUE ANMECHE
3.14.3.1. B ‘VCFWIOUVFE THHBIX Cnyuasx {(c60it, He MO3ROISIOUAN MPOJOIKHTE paboTy),
TpeOyromux 6630THaFaTe1H>H0}“") OOHOBNEHUS HNW mepeyctaHoepxkd 10, 1OMycKaeTcst IKCTPEHHOE
BHECEHHE U3MEHEHU 6e3 y9gacTrg anMuuuctpatopa Mb. B nawso cuTyalim nome308aTenb HHAIAAPYET
OKCTPEHHOE BHECEHHE M3MEHEHHA IIyreM O0nalieHys K OTBEICTREHHOMY 332 opraHmsaimio 34 u
o6pa6oTku IT]1, ‘
31432 @DaKT 3KCTPEHHOTD BHECEFUI HIMEHE:
TIONB30BATENS ¥ OTBETCTBEHHOTO 22 OPTARHRANTI0 S ;
MOAH(UKAIMY, NEPeTUCITOTCS TINOTPAMMEL, TIOJABEPTITHECS WIMEHCHWIO. W VKA3hIBAGTCS IO
IIPOBOJUBILIEE U3MEHEHMIS. :
3.14.3.3. 5 Teuenye CNEAVIOWETO i[OGS axta, anMgarucTparop K
COBMECTHO C OTBEICTBEHHRIM 32 opranmianiio i u . DK VH2CTUE TIOTE30BATENS
BBIACHSIOT NPUYMHEI U | COCIAB NPOBEHEHHBIX IKCTPCHHbIX UIMCHCHHAN ¥ LUPUHAMASTCS pElIeHHE O
COXPaHCHHMH WA YAANCHHE POV IRETEHELI 13LGH i
3.14.3.4. Ing peamasaumyt BOIMOKHOCTI XCTPRHAONO PRMEHeHHs. aaMuBucTpaTopom UB
CO3/Ia€TCS PE3epBHAs yYeTHas 3alivch ¢ 4raBaMV ANMUHHCTPATONA. PEKBH3HTHI IOCTYNA K JAHHON
YUETHOM 3aIMCH XPaHSTCS y PyKOBOMWTENS YupeKIeHis ¥ OTBETCIBCHHOIO 3a opraHuzammo 3Y
obpabGorku IIJI. TpeGosamuss Kk sammTe jmansof Ve HO¥ . 39IMHCH  aHANOIMYHS! TPeGOBAHHAM,
HPEABABIIAEMBIM K YUETHEIM RANUCAM TPYIIe! &)1 MWEHCT par
3.14.4. YcTaHORKa NPOIDaMMHAOLD OLECIeTR s _
3.14.4.1. AmvusrcTpaTopor VIE 00y ecTBASCTCA OMHCAHME DTAOB [IPONECCa YCTAHOBKH
IPOrPaMMHOTO OOECHIEUCHMS. TR ATOM (f.;w"«'r:vu‘r;. 0 TC5 TApAMETPEI HAcTPOeX veTauopimKa. OnucaHue
MOXET OCYIIECTBIATHCS B CBOGONHON (opme. & BHIE DVKORONCTE, JOIYCKAETCH TAKXE OCYNIECTBIATH
CHUMKH 3KpaHa Ha pagHbIX 737amax yctadoe«s  (Co3sanmeic TAKHAM 0ODA30M  CNHCAHWS  JIOMKHBI
IO3BOJISITh 33J0KYMEHTHPOBATE IPOLECT YCTAHOBKH TOTC %14 WITOTC IPOTHaMMIioN0 ofeeievetivis B BUIC

7 (DAKCHPYETCST aKTOM 3a NOANHUCIMH

HMHCTPYKIUH. |

3.14.4.2. Ycranoeke MOMIEK2T TOMEKO 1€ KOMIOFCHTEL KOTOPHIE HEOOXOZHUMBI IUis
peanu3anyun I/IH(bopMaquHHoﬁ TEXHOIOTH,

341474 3¢ * JInE KaxIoro cueRapyis (T OTIEPINMOEHOH CUCTeMET) YCTaHOBKY ITPOFPaMMHOTC
obecnedeHuss agMuHHCTparopoM B coszaotcd CreH) «;.es;.-im,‘\:r::p.. ¢ MCTIONB30BAHUEM TEXHOJIOTHY

BHPTyallM3alli¥), Ha KOTODBEIN TEeNBOHAYANLHO {CTAMARTIHACTCH  HpornavMMHoe o0ecnedeHWe B
Pa3IMYHBIX BAPHAHTAX KOHMDUTYDAIIA, B [127T9% BRI ma OTITHMATTEHOW KOH(BGUTYDAlHAL:

3.14.5. YnpaBneHue 3aycKoM IIpo 145
3:14:5 15 AHP MdW‘Tpamr*(H YCh NeDeUeHE  (CTHCOK)  IIPOrPaMMHOIO
0GeCIIeuen s TIDenOCTARISIONIEH CEnREDHbIE (f'-f?",v HKIWH, 3a0YCKaSMOry aBTOMATHYECKU IIpU 3arpy3Ke

‘KOH‘KpCTE{O}“D v3ia CeTH 1eod ="" MZAMO MOANEPXKUEBATE B aKTYyallbHOM COCTOSHHA
TOT MM BROA CETeROA CCPRYUC W UTA KaKuX IICNICH.

HACTRAMBATHCA HAa 'bYHKUHOHH‘pOBaHHe : B
AL [T OnpeleICHHOI O IIpo1ecca (H

OIIEPALIMOHHOY CHUCTEMb!
HH(POPMAIHIO O TOM KAKOW Y3el TIPEN0CTAR! !
3.14.5.2. CereBrle  cepruCH

HSOHHpOBaHHOVI qacTu (b'rlHHOB()V CHUCTEMEL. KOTOPLIH IIO3BCIAST




€ro IIOTOMKOB) KaTanor; KOTODPEI OHH OyavT pacemMaTpuBath Kak KOPHEBOH, TEM CaMblM OTPaHMYMBas
AN HUX 00J1aCTh BUAHMOCTH HEPapXui (aii1oroii cuCTen sl 0T e bHOM BETBBIO.

3.14.5.3. CeteBble cepBuCHl HEe HOMKHE! (YHKULOHLPORATH C TIPABaM# aIMAHHCTPATOpA.
Hst 3amycka cryx6 JOTDKHBI HCTIONB20BETLHCS CHEHAILHEIS YIS THbIE 3AITHCH OTEPALMORHBIX CUCTEM.

3.14.5.4. MAHECTpatopoM VB earomatusupyercs  mpomecc  CBEPKHM  CIIMCKa,
aBTOMAaTHYECKH 3ammyckaenoro [10.

3.15. AHaam3 3ammmeHHocT

3.15.1. O6umwe oroxcerus

35 : Uenero apammsa  2anmvimedrHocT  SBISCTCS  AHATM3 yrpos  6e30macHoCTH
unpopmarwn B AC quqéxcr[evm

3152, B Kaqecme CRETCTRE AHAIW2A "2IIAINEHHOCTY UoHOTE3YeTCS CepTH(MHMIINPOBAaHHbIE
®CTIK Poccuu cpenctna anammza 32mmieH 10CTH

3:1.5:173. 3anpemaecTes NPOBOHTH HANAS 3AMIKINEHIOCTH CPEeICTBAMY, He OGHOBICHHBIMH
Ha 1aTy TaKOro aHa/lN3a B YaCTH IKCIIIVATALMI YA3BAMOCTEN,

3.15.1.4. TTONHEIA DNAHOBBIY aHaTH? 2ANMMLICHEOCTH OCYIIECTBISETCS aIMHHUCTPATOPOM

Vb exeMecayno. ABamM3 OPOBOMUTCS Kak B ANEJENAX CEIMEHTOR, TAK K GO CTOPOMBI CMEXKHBIX
cermeHToB AC Yupexnenus (Torudeckas rpeumual. @ take co croporst CCOIT (bu3nyeckas rpaHuna).
B xone ananusa OCYIIECTRISCTCS:

= KOHTPOIIb aKTYAILHOCTA ODHORIE 7271 (e300acHoeTH NNEPATMONHEX CHCTEM U ITPUIIOKEHHH;
" KOHTPOJE aK]yalbHOCTH AHTHbAD) CHbix Oas;

i KOHTpPOJIb TO’HOHO'iIdVI i WHBE I{faﬂuif‘L[Vﬂ DECYPCOB CETH, CECTEBBIX IOPTOB H CBA3AHHBIX C
HHUMH CETEBBIX CCpBVICOB BEIABIICANEC HEUZBECTHL CTCBLIX ¥3JiOB.

-.  KOHTpOIb yfibmmov red ODEepalMORELD. CHOTCM % TDYMICTARHBX HPOTPaMM, 110 aKTyaTbHBIM
6a3aM ys3BUMOCTEH:

-  KOHTpONb 3auMINeHHOCTY P
OKCIUIOMTOB (Hampumep: https://wiviv exr

CBS3aHHBIX C HOBBII.HCHI/I@M ITPUBHEIICT. IhY;

¢ HCIONEROBAHUCM  COOTBCTCTBYIOLIHX
TTOVANIHHBIX }"-'.?B%T,M(L"!F‘ (HaHpI’IMeF

e KOHTPOJIb 3}31 PV 100U CuuTeM W BLEIBICHHE [MPHUAGKSH HA. WO DTPSOJBIIOIINX W
YACPKUBAOUINX 3HAYMTCIBHBIC BLITHCTIAT LT oI€ PECYPCLL

b KOHTPOJIb OTpaBJIexHrUI KIIlia M2pIIPYTHEIX T 205w

- KOHTpOJIb chonneﬂm TpebOBAHEI .‘aumﬁn-m NOJIATUKY, JIOKAIbHbIA W CETEBOM ayauT
napoJient (st KOMMdeI.[KOHriUFO obopynoBauus, cepsucos 11 TP, SMIP, POP, ELP, SSH u mp.);

= KOHTPONIb HEM3MSHHMOCTY HACTPOSK CHEICTB 3aALMTH WHQOPMALMH, B ITIEPBYIO OYepe.b
00€CTIEUHBAIONINX CETEBYI) OE30MACKOCTE (1 MaBMIE MEWCETEREO N0 IKPANHDOBAHHA);
- KOHTPOIb YCTAROBICENOTO [ROTTAVAIOTO dBecnedeiuy 4 OUSHKA €0 COOTBETCTBHS

HEPEYHIO Pa3pelICHHOTO K SKCiyaram: % [10:

- KOHTpOJIb yq%reI{rILIx 3aNAceH (aKTY2TLHOCTE CMuCEe OI0KHPORBAHHE ¥ HeOIOKHPOBAaHHEBIX
MOJIB30BATENIEN, IPUHATUIEIKHOCTD K ITPVITaM 11 i)

- KOHTPOJIb NPAB AOCTYIIZ K KAT27 0TAM, XPassiim (hailibl-uieHTH)HKATOPL ceccuit, daiinam
OTYETOB 00 OMHOKaX, PerucTpanii coOpITHi, KOHPUUYpaMonEbM (aitnam. ugtepdetcan AocTyI2
HACTPOMKaM BCero 6e3 HCKIOueH A CeTesor COOPY A0BAkL ‘ '

- KOHTpOJIb HCIIONB30BAANS  MOOUILABX 1ENHUUECKAX  CPeICTB M IIOIBITOX
HECAHKIHOHUPOBAHHOI'O UX 10K TIOUEHUS

- KOHTpOJE HAIWuUA Ha padodux Cranuyix OVAKUHOHHPYIOOIUX MOLY:IeH MOAKIIOYEHHUS K
GECIIPOBOMHBIM CETAM Y BO3MOKHOCTH {1011 ICHEITNSE MOGAILUELX YCIPOHCTE IIepeJadu JaHHbIX.

$45:.5. o pesyim [13a 3aUIMuCHRBOCTY afvadacTparopom Mb cozmaercs otuet
Ha UM OTBETCTBEHHOTO : PadoT '\, © KpATKZM OTUCAHHEM PE3yNbTATOB 110
KaXIIOMY M3 yKa3aHHBIX |




"9,

B15LS ULI/I BBUIBJICHUH HOBLIX YS3BUMOCTEH. OTBETCTBEHHBIM 3a opraHm3amuio 3U u
06paboTku I1]] IPOM3BORMTCS, MEPECMOT] MOEIH AKTYAILIBIX YIpo3 0€30I0acHOCTU HH(MOPMAIUH.
BAISEIN BHemnanoBEIf aHaNK? 3AWMITIEHEOCTH TIPOM3BOIMITCS B paMKax ' IIOICUCTEME!

YIPaBICHHS MHIIUICHTAMA.

3.16. YmpaBieHue COGLITHSME # HHIPIEHTAMEA HE20ACHOCTI

3.16.1. O6mmue m0si0MkeH s

36 ITox coOBITHEM HH(POPMATHOHHOH OE30MaCHOCTH IIOHUMAETCS
HACHTUQUIMPOBAHHBIA | CIIYUal, VEI3WBAOTFH 1A BOIVOwHE0S HADVUICHUE CHCTeMBl  3alUTHI
MHQOPMALIMK WM OTK23 Cpeict® aueini 1uho paHee HEer3BECTHAS CATYalusl, KOTOPas MOXET OBITH
CYIIECTBEHHOH [UIs 6€30MacHOCT .

3.16:1.2, IMor wmamEAEETOM WHBOPMALKOBHON OE30MACHOCTH HOHAMAETCS eNUHAYIHOE
COOBITHE WIIU ST HEKENATENBHEIX M HENPE TAUNEHIEY CobEiTail nHhonMAUKORNROH 6e30MaCHOCTH, H3-32
KOTOPBIX BEIIHKA BEPOATHOCTE KOMIIPOMETALII CHCT =Mbl 3A10H T b,

| =
3:164.3: CucteMa ynparIenus COGETYSMY B 7HIMMEHTAME BKTOUALT B e

- cOOop cBeneHN O COBBITYAY U LHIIeuTAY:

= PCTHCTPAlViO COOBITHA i MHLMACHTOR,

- pearMpoBaHHE Ha COOBITHA W HHIIHIEHTHL.

3.16.2. C6op CBeﬂieHuﬁ O_COOBITHSIX ¥ AHUKHACHTAX

SOl Coop pmar X M AHLiEH 18X TPOU3BOJNTCS B aBTOMATHUYECKOM
PEXUME, LEHTPAM30BAHHO # HENPEPhIBHO. Mexaru3Mavy peructpanaw ¢oOwui. CpoK XpaHEHHs
)KYPHAJIOB COOBITHH 6€30IaCHOCTH HE MEHES TPes MeCILEs ;

3:16.2:2. B MEQOPMaliioHIUh Liviems HOMISKET Perdy (PAilkK Clieyomye COOBITHL:

- BXOJ (BbIXOI), & TaK/Ke 10ibiiKid BXuga CyOBCKTOB Acctylia B AC YapexaeHus u 3arpy3ku
(OCTaHOBA) OMEPAIMOEEX CHCTEM,

- TNONKIIOYEHHME MOOCHILHBX TEXHNYCCKIX CDONCTE W BEBON HEPODPMAIMM H2 HOCHTEIH
HHpOPMAIIHH; ;
| y
- 3amycK (3aBEPLUEHAC) 'DOFPaMM 4 IPOTI2CCOE | 3JAMM, 3aat), CBS3GHNBIX ¢ 06paGOTKOM
~ |
3alMIIaeMo vHbopMAauyi:

- HONBITKM [OCTYH2 TPOTrP2/MEBRIX CPEACIR K ONPCACHNEMEIM CHCPATOPOM 3allHIIAEMBIM
O0BbeKTaM JOCTYma (TEXHHYECKMM CPENCTBAM. V3MaM CeTH, TUNZSM (KAaHaTaM) CBS3W. BHCIIRIT
YCTPOKCTBaM, MporpaMMaM, TOMaM, KaTajgorayvi. (ailliaM. 2aluciM, HOAAM 3anuceil) ¥ MHBIM 0OBEKTaM
JOCTyIa; |

- TONBITKH YIATEHHOIO NOCTYTa:

= BCC INEHCTBHA OT HMEHH (PHUBHIECTUPOBARIIX YUICTHBIX 3amHcedl (aIMHHHUCTPATOPOB), €
COXPAaHCHHEM MONHOTEKCTOBOH SalidCl  PUBXICIMPOBAHHLIX KOMaHJ (KOMapj, yUpaBISIOMIEX
CHCTEMHBIMU ()YHKIIVSIME )

- Mepejaya BAAEO U ayiNo YHBOpMAIny

= TIONBITKY W3MCHCHAA HLUDIIIE! i B YU2THbIX BAIPCER,

3.46.2.3. CocraB W comepianie UHOOPMALKEM O COOBITHSX O€30MaCHOCTH JOJDKEH
00ecnednTs BO3MOXHOCTE UAeHTHGVKZIVM TH™ cOGSITHS (erniacHOCTZ. IATH U 3PEMEHH COOBITHS
Ge3omacHOCTH, HACHTHOAKAIMOHHOW UHGOPMALAY HCTOIHHEa COOBITUI  OGe301IaCHOCTH, pe3yibTaT

COOBITHS 6€30NaCHOCTH (YCHELIHO Witk HEVCIEWIHO ). CYREKT J0CTYIA (1105ib303aTelib | (RIik) HPOIECE).
CBA3aHHBIN C JJAHHBIM COUbITHEM 0E30IACHUCTH. 1 akuM oOPasoM Bee COOBITHS TOJKHBI COAEPIKATD:
- IaTy 4 BpeMs COOBITH (HaUena v okonganng) cofumyy:

- pe3yNIbTaT COOBITUS {YCHEES Wil heyCacing ),

- HISHTUDUKATOD CyOBEKTa, MHNIIMPORARBIIErO CODEITHE;
- PEKBH3HTHI 2aQ¢HCTBOBAHHEX B coCuiiva OOLUKTOR (HaHMEWOBAHMI ¥ IVTH 1pOTpaMM ¥
E PEKBRIMTSI ), ] ,

annapaTHBIX KOMIIOHEHTCE, X HOMEPD i LDy ne




3.16.2.4. Hoctyn nompsosarencit x cucrenc 60pa JAHHBX O COBBITMAX M. HHIMAICHTAX
3ampenaeTcs.

8:16.2.5, COop cobpituit ocyirecTrrisercs co neex yanor AC Yupexuenus. OCHORHBIMH
MCTOYHUKAMH COOBITHH SBIAFOTCS KYDHATE

~  perucTpanuu CoGBITHE ONEPAIHOHHEIX CHCTEM CepEEpOB i paboturX CTAHIMMN;
- PerucTpanmy COOBITHH BCEX MOLCUCTEM HE30LCHOCTH,

= PErHCTpanyy COOBITHH NPHIIOKEEVH KOHSUHOTO TI0TL30BATEIS:

- HC OKypHallpHBIE UCTOYHUKY COCbITMHA  (e30macHoCTd - (COOOMIEHHS IONb30BaTElIel,
MApTHEPOB, KOHTPAreHTOB 4 T ).

3.16.2.6. FOTONHENTENLIO, B PVIHOM WiTH ABTOMATH3MPOBAHHOM PEXHME, aIMUHHCTPATOPOM
b ocymectpnsercs c6 p COBBITHH ¢ KOMMY TalkOHEOTO 000pyaoanus AC YupexaeHus.
356.2.7, U3 cuctemmr cbopa. myTem 1 puMenerust GUNLTPOB, HCKIIOYAIOTCH OOBIYHBIE,

TOBTOPSIIOIUMECA LISl 3aNaHHBIX YCIOBLM d)vnk MOHUPORaars. coOBITH (1ym). Tlepen MCKIIIOYEHHEM
COOBITHS M3 CHCTEMEI CHODA amMAHECTPaTON V5 102 iaamime 1hHo vOZ£18€TCs. 9TO OHO HE IIPEICTABIISET

YIPO3BL. PeKOMeH,uyeTc;i BHEIpEHYEe [ mencanzopadne  SIEM {Security information and event
management). ‘

0.2, Pemmpmm HHIWACHT

8.16.3.1. Anvnhm p wropom Mb B ¥o/e aBanyia coGarmail g2HaeTcs BEIBOI O BO3MOXKHOCTH
HACTYyIUICHUS MHIALCH m (BRIIRITCHHE H m-mrum- N0U HaTil v CHE N} HOMIHX TPY3HAKCS!

- COOGMICHME 00 WHIEESETE (OCTS "A0T 0 H0ADEMENHO W3 HSCKOMEWX - MICTOYHHKOE
(MOMB30BATENH, Ky PHAIBREIE (o it

- cucteMa cOopa COOLIiME CLIHANHSLDYCT O WHOMECTREHAOM HOBIODSFOMEMCS COOBITHY
(HanpuUMep MHOXKECTBEHHBIE HeyTAMHbIE TOTLITKH aRTOPHRauN);

- CPEACTBA 3allUThl KHPOPMALKE BEIAAKT OWAlKy 5aliyeKa il GYHKIHOHHPOBAHHS;

- IONB30BAT en COOOMIAIOT 0F YBE OMICENY aHTHBHPYCHON IpOrpaMMEL;

1AT HCRIPaTIRBACMEBIX COOOBICHI;

- nonL'sOEaTnJm co06IHaroT 0 noCTyN

- WOAB30BAaTEAN COCOLLAICT O UeTHHMHUUCM MOBSICHAR [PRIIAMKEIX IporpamMM (HampuMmep
baitn He OTKphIBasTCS 830 08) (VR R

- mosB30Bareil coolnaloT o Kpaitie JH3K0H Ckopociy paCoThl NPHUIOKEHHUS HIIH CETH;

= nonmommnlj& COOBLUa T O MpPEmyaAPeACIeHIIX  TROBEPEN NOIIMAHOCTH CepTH(HKaTa
cepBepa; :

- TONB30RATENY WM CHOTENUNH  AmAWTTeTRaTen dwrcupvior  wenvwgwe  daitnop ¢
He4ynuTabeTbHBIMI Hazlaaﬁn.sIMH'

- bEKCHpYeTCd MOIKITATAITHE VCTNOFCTRE ¢ HEHRBECTHAIN IP/MAC-ampecow;

- aIMHHMCIPRTOP cerH QHKCUPYET Petioe YaeIyyenne ceTasoro Tpadvxa, ¥.T.5,
3,16:3.2. Hm 0Beciesenud  NOCTORSOHOCTH CBeMCHAH O COBSITHAX W  WHIMJEHTAX.
HCTIONB3YETCs CAUHbIN CEpBEp CHHXPOHM3ALKE BPCMeHE Lis seex y3ion AC Y UpeKIeHus. '
3.16 .4. PearngBaHme HAa COOLITHA 1 HANN {SHTs]
3.16.4.1. HpuquA ypa pealupCsaHEs  He CCoLiaE 4 ANDMACHIBI  MH()OpPMAIMOHHOMK
Ge30IaCHOCTH COCTOMT B B&CKOTLIUX has:

- obydeHne nofis30BaTeIck B 9acT#l GOHapyKERAA LAl (CHIOB,
- cbopa Heoﬁxd,mnuol O HHCTPYMCE vaPiii. i LpOsCAChUs aHaliM3a MRUMICHTA,

2 peanmauna[ POLECCHOI'0 MOLX O a K YINPpABICAr0 HHIlALSHTaMA "‘ HEEIE
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3.16.4.2. OOy4eHne nepcoHana NpOU3BONMTCA HA HTame IOIyCcKa II0Jib30Barelleld K
aBTOMAaTH3UPOBAaHHOM 00PAOOTKE JEHHLIY, 1 XOLE 11K wvsauctparopoM YB. Tons3oBarens
00s13aH COOOMIATE O JIFOOOM COBBITHY BEI0TACHOCT! (14 WHINISHTEe. THOU0LIE/IIeM Ha paboYeM MecTe.

3.16.4.3. IlepBooUepeIEIE MEPET IPOTHROIEHCTRES WHIUAIEHTAM BKITIOYAKOT B Cebs:

- TIPHOCTAaHOBKY OUPaOOTKM MA(OPMALIMY KA 8iOHUTOPUAT CHTYALH;

- yCTpaHEHHE ITPUYUH MHIMIEHTA,

3.16.4.4. YCTpaHeHre NPAYMH U TIOCIHEICTBHA HHIUICHTA TNOM3BOISTCS aIMUHUCTPATOPOM
Wb moObIME JOCTYNHBIME METOAAME. IlpONE/(ypPbi yCIpaHesMs NpHIAH WHUMACHIA [PAMEHSIOTCS
OTAENBHO JJI KaXIOT0 KOHKPETHOL U HHI{nACH A M 3aBACR1 0L ©i0 ikiia.

3.16.4.5. HeoOXOMuMbii UHCIPyMCE1APHE i 1POBSACHUS Paci/ielOBAHMS MHIUICHTS
COLEPHKHUT:

- OTKPBIThIH HIIA AHOHUMHBIN KaHaN CaA3H AT COOOLICHNTA O [IOAO3PHTETBHBIX AEHCTBASX;

2 HUCHBITATCIIBHBIC CTEHAbI [Jisi AHaIV3a BOSMONION0 pasBkiThA UHITHACHTA,

= HpOFpaMMHOé o0eCIledeHre Ui aHANH3a SQlHTISHPOCTY. BXIOYAIOLISE CHI/I(I)GpH Y

AHATM3ATOPBI IIPOTOKOJIOB [T AHANH?A CCTER0T0 ™)

1105 e

- CPEACTBA BOCCTAHOBTEHYS WuDOMMALVY ¢ JMCKOBBIX CHCTEM,
3.16.4.6. Paccrencranse um "ﬂ,&f)iﬂ'& IIPOUBBONATCI 1yT¢M PEKOHCTPYKOMM AECHCTBUR OO0 U
TOCIIE MPOM3OMIEANIET0 COOLITRS MM FEUMICATA. B XOA¢ 2 aTiRa H3VIarOTCs 3allUCH BCEX XKYpHAJIOB,

\
JUISI IOJTYYCHHUS IIOJTHOM KapTUHBI IIPOU30ICIIIICTO. Amnanu3z coObITHI l'[pOI/I3BO,Z[I/ITCFI IIYyTEM BBIABUIKCHU S

IPEIIONIOKEH)A O TOM WA HHOM COObII#n GEZ0NaCHOCTY K mcucqy'xomcm MCCACI0BAHUH JKYPHAJIOB,
9TOOHl HOOTBEPAWTE WM ONPOBEPTHYTE 370 AnexnosoucHue. (1 COmOiOkeHHsl COOTHOCATCS C
BEPOATHBIMH HAPYIIMTEISIMHM % “KCTVAAATEMMY 570 38T "e’-‘:ﬁrmc*mcm uradopvanru g AC

Vupexnenus.

3.16.4.7. Wor{neww YDAHEHVED COAEITHT 2@NCTHCTNYNORANHEIC KaX MUHVMYM 38 TOCIIETHUE
TPH MecsLa.

3.16.4.8. Jns apanmsa cobpiThii W WHUHUECHTOE DYKCBOLCTBOM YUpEKIEHHs CO3JAeTCs
IpyIMa, COCTOsIas U3:

= PYXOBOIHTEHS IPYTVEI - OTRSTCTBEHITOTD 38 0PI sraaio B a 06paboT o T

= TEXHUYECKOI U CLHEUHALC G —~ aaMudbuidiiopa ¥ib L \."1.111'1) CITOPOHAMX [PYWBIICKAEMbIX
CIICMHAJIUCTOBR; )

|
- YYaCTHHKOB HMHLWJIEHTA — HOJB30BATCIEH (MU HEOOXCIHMOCTH).
3.16.4.9. BI‘Ppouecc > AHAE3a W3y 9aroTed!
- COCTOSIHHS anpTOB CEPBEPEEIX CEPBUCOR!

\ 5 i
- cobuiTHs HA PauBonee FPPTHUHLY yeTpofermav o paffoTe  ONEDAUMOHHEIX CHCTEM,

IPHUIIOKEHHUMH, IPOTOKOIIOB, CHCTEM MEKCETEROTC SKNAE P NORANY A, ANTHRMPYCOB:




|
|
|
= JKYPHaJIbl 8KTUEHOCTH IIPRIOASHA L]

HHOPMAIHS MOCTYHAY B CeTH VIHTEPHET 0 HACTYMMBILAX COOBITHSX, MX 3HAYEHHUAX ¥
MOCJIEACTBUSX.

3.16.4.10. JloKyMeHTHpOBAH e PE3YILTArOB PEArMPOBAHMs] HA HHIMIEHT MPOU3BOAUTCS B
UensX cOOpa CBUNETENECTB  3IOHAMEPEHHHIX ACACTRMH M OLEHKH  OCTATOUHBIX PHCKOB.
HoxymeHTHpOBaHMIO nbzmexcaT Bce (GaKThl ¥ [10Ka3aTelbCTBA 3OHAMEPSHHOIO BO3NEHCTBHS, B
cootBercTBUH ¢ OCT P UICO/M3BK TO 18044-2007.

3.16.4.11. H#- PE3yibTataM Pace.c 10Baling MHUWACHTE paspadaThIBAOICE U BKIIOYAIOTCS B
HaCTOAIIEE MOI0KEHHE MEPHI TTO TINOTHEN 7611 \

8016.4.12. II(‘?KyMeHTI/IhOBaHH,%IC pes y HTATEl PCArAPOEAHMA HA HHIHUACHT XpaHATCA Y
OTBETCTBEHHOTO 3a oprafmarmm 3U » obpatorea [1]1. ;

2T

) VI IECH

‘ 4. Boizon w3 2wcniayaranuv

4.1.1. BriBog H"g BKCILIYATAlMH &7 20TOPAIHOMN BOPMALKORHON CHCTEMbl MIH OKOHYAHHE
00paGOTKH ' 3aMINAEMOY  MHAONMATII OCyIIerTRITetos 14 ACRARAITIH INVKA%A, TIOCTe MPHHATHS
COOTBETCTBYIOILETO PEIUEHHS PYKOBOICTBOM Vunnwwuw ‘

4.12. BeiBom m3 skcmiyatanuu cucremr zammTer wedonvarmm AC VYpexxaeHdsT NyTewm
ACHHCTAIUIAIAN H/WIM  JIEMOHTANA COENCTE  JaiuThl  MHGOOPMANMMA  aAMHHECTpaTopoM MWB r
COOTBETCTBUH C 3KcnnyaTaun0HHon JOKYMEHTALMEN Ha ¥TH CPENCTRA.

4.1.3. IIpym HEOBXOMMMOCTH JANBHCANTEND WCTIOTEIORANTG pHGOPMALMA B AEATENLHOCTH
YUpexIeHus OCYINECTBISETCS ADXMRVPORAFTE WHAONNVATIN HA viTeHHBH  CHeMESIH  MAIIMHHBLA
HOCHUTENb HHOPMAIAW, ¥ TIEPE/IAUA VKAZARHOrD HOCHTENT 72 XPARSHNS NVKOROIUTESIIO Y UPeskIeHHA.

4.14. [lpu HEOGXOMAMOCTM TEpe/adan KOMTTOHEHTOB HH()ODMAIHOHHOM CHCTEMBI B Apyrue
TONpasAeNneH s (APYroMy IOML30EATEN) Uitk B CTOPOMNGE OPTAHURAUAN JUIsS PEMOHTA. TeXHHIECKOro
OOCIy)KMBaHHS OCYWIECTBISETCS VHUYTOKEHUE (CTUPAHWE) JAHHEIK ¥ OCTATOYHOM WH(OPMALHH C
‘MOGHIIBHBIX TEXHHUECKHX CPOICTB. B COOTBETE1 B ¢ vpedoBadusaMy . 3.5 Hactosduero ITonoxeHus.

4.1.5. Ilpu BeBOmE M2 HKCINIVATANUK MOGWIRHLIX TeXHHYECKWX CPEJCTR, HA KOTOPBIX
OCYIIECTBILUIACh XpaHEHHe H 00paforxa AxhopManas. OCVITECTBRSeTcd (hII3HUECKOS YHEYTOXKEHHE
STHX MOOHIIBHBIX TEXHHYECKUX CPCICTE. :

4.1.6. DaxT BhIBOLA W3 SKCILYaTalik CHCTCMB] SALURTLE prm varun AC Yupex/ieHUsS myTem
JCHHCTAIULAIMA H/MNY JIEMOHTAL L CPES] r urhopvaugs  ohopmsercs (‘OOTB(‘TCTByIOU.II/IN
aKTOM. AKT COCTaBISIETCS KOMUCCHSH. Ji'EF-fﬁ%'T 43 OTBEICTBEHHOrO 3a oprawwzagmio 3U u
obpaborku ITJ1, agMurwcTpaTOpa UB ¥ § 13677132709 PVICOROTITENRM OpraHn=aIIHm.

5. BHYIPCHARE KOHTRO.b U &Y XAT

51. O6mue nomoserms

5.1.1. Tlox BHyfpeREMM KOHIpONENM D JaiHOM 110A0WeHNW TOFHMMAIOTCS MEepONpPHSATHS,
HANpaBJICHHBIE Ha BBIARICHWE 0 AnYTIeRTH  2aKOHOJATENbCTRA  Poccuiickoi
Qeneparuu B cdepe MepcoBarLHRIY ¥ NEY FREOCTATKOR CHCTEMBl 3alIuThl
MHOOPMAIIMY 1 TEXHOIOTHYECKONT ApOLeccs Shraio gy aqgorvanygy v AC YunesKIeBus U IPUHATHH
ONEPATUBHBIX PEIIEHUN O CHIOCOOE UX YCTPanCHus.

2. Mon BHYTPECHHUM  ayIuTOM -
HATIPABJICHHBIE HA AHANMS CHCTEMILIN HEH00 T TOR ¢
npouecca 06pabotku vahorvamm » / ’“ Vunewneans m am
CHOCO6CTByIOHH/TX HOBMIF EHVITIO 7\'{)“(’1\ TREHOCTY 00pA00TYH W 3aITHTHI KHGOPMauywi. ¢ y

5.1.3. B uemsx BBUIBNERMA W HDCTOTEPALCHES Papyvireunii 33KOHOKaTeabCTRa Poccuitckol
Oenepanuu, 8 AC quﬁ‘)«nehn, TTDOHRBO T : OITF H ay'" obpaboren 1. s
OCYILIECTBIICHHUS KOH"‘pqu‘—bl,\ MEDOUIPIS (MY OPREAZCM  PYKCBOIATENA ~1pp>;<)I€HHH CO3IIAETCs
KOMHCCHS.

S.2. Topsnex HPOBENEHPN BHY TICHHET KOHTNOTH

S L. l—lnaHnBr,m BHVIPEHHUE KOHTNNTFE nnmnvvr. g e)WEKRINTATRHO.

MOHTE  [IOHKMAarOTCsl  MCEPOIPHATHA,
¥ ¥ TCXHOJIOrH4YE€CKOro
CREVK TEXHOTOTHUECKVX PEIIEHUH

q-

TYTPEeRIT KOHIT




5.2.2. BHemIaHOBRil BHYTPCHHHII KOHTPOJ OPOBOAMTCS B Cllyyae BBIABICHHUS (DaKTOB
HECOOMIONEHNs TpeGOBAHUN NeliCTBYIOILEI O 2510 6eTBa W (4nM) B CnydYae BO3HHKHOBEHHH
MHIMICHTOB O€30MAaCHOCTH. W OCYMIECTBIHCTCH B DAMEIX DeArupoOBaByA Ha COOBITAS M WHIMICHTHI
Ge3omacHoCTH.

5.2.3. BHYTpeHHUI KOHTPOIE HIPOROIIHTCS O CIICVIOUIMM HaNPABIICHHAM:

T{¢

- cobmogmeHHe mpaBmn  Gessmactoil “ApaboTka  saunmiaeMoil  MHpOpPMAIHK p#
aBTOMAaTU3UPOBAHHOMN 00paboTke; '

- COOJIIONEHHE NPABHII Ge20HaCHOH OBDASOTRA JATHATAEM O uHGOpMainy npi 06paborke 6e3
HCIIONIB30BAHMS CPEICTB dBTOMATH 3AL[M. ;

52.4. Tlo pesynbraTaM BHYTPEHHETO KORTDOS OTBLTCIBCHHBIM 32 opranazaiuio 3 u
o6paGotku [1]] IpHHEMAIOTCS: Peler s 08 0iepaTiAHOM YCTpahen i BEISIBIICHHBIX HEJOCTATKOB.

5.3.  TlopsaoK MpOBeXeH s BHY 1 pesters Ay, (4
5.3.1. B memix ¢OBepmMEHCTRORAR S clicieni) « 9afi il ¥ 3T wihopMaAITYH, IPOBOAUTCS

€XKETONHBIN MIAKCBLIA BAI" i p“hIH/IV AYIOWT 110 CIEIYIONIAM HAMPaR BaM*

s conepm»11«,1m,3(11‘,/_f npapsy Oesornecpof ofrabor: 3aumacvoll  uaopMaui  Opu
aBTOMATU3UPOEAK Ol (GpuloTice,

= COBepIHCHCTQ}?()BaHHC npaBal Oesoracnod oOpaborky sawmuacMold HHQOPMALMH IIpH
00paboTke 6e3 HCHOMB30BAHMUA CPEACTB 4E 0N AT 7 Saiiin.

5.3.2, Tio pesyibraram BHYTPERUErD 4y ua, PYKOSOICTROM que,meﬂm MOTYT IIPHHUMATHCS
PCIICHUS O MEPECMOTPE ACHCIBYIOWIEL JioaaibiUn HUPMAlMBHOA Oashbl, a Taike 00 H3MEHEHHSX
KOH(Hrypanuu wik MoacpHasaluy AC YVeupen e

6. Oprapy:auns w nposesednc pator uo saMuTe HHPOPMALHH

6.1. O6mue monewernus

6.1.1. Oprammsammeo pafior ©wo  gsumie  AuGOPMAEL  1LOUSBONUT OTBETCTBEHHBIH 32
opranm3aiuro 34 u 0Gpa ,,GUT« u I AL

6.1.2. Ilpn rl*)ﬂBe"e MH TPOCKTHINY  0af07T weafiinaMo N oeaveMOTPETh OTBETCTBEHHOCTD
NOCTABIIMKA B COOTESTCTEVIOUIEM JOTORONE @ MPOMPOIPTE  SXCHEPTHYIO OHEHKY MPOEKTHOM
AOKYMEHTAlMK Ha NPEIMET BKIHOIEHUS B INOCKT RE JINCTOBENHO We (HTAHHENY KOMTIOREATOR ¥ HATHIHS
CUCTEMHOM U30BITOYHOCTH

6.1.3. ‘Bce naﬁmw B AC Vapeaieups BRITOIESOTCS 101 KOHTponeM aavmrucToaropa UB.
PaGoTEl MOMXHBI BBIONHATECS B  CTOOTOM  COOTRETETRUU €  TNOSKTHON  (IKCIIYATANMOHHOMN)
IOKyMEHTalue . |

6.1.4. DKcmepTH3a MPOEKTHOR NOKYMERTAT T TOTH A RETIOUATE B CoRg aHATIHR TYOTHKYEMBIX |
HHTEPHET OTYETOB 00 ONUOKax, RORBHKINGX B CXOTHEX VCIORUSY RHETNEHUS.

6.1.5. Tlpu mmanywpoBaswy pafor. B KAYECTRE KOMMYTADVIOMIETO 0GODYXOBAHUS caenyel
BBIOHMpATh ynpaBMeMme‘mMMVTaTopm C MOAAEPKKOH cTannapToB ceTeBor ayreHTHduKalmn 802.1X 1
BCTPOEHHBIMU MGX&HI/BM&MM 3AMUTE! OT PASTWYHLIN BMIOR cryhuura w napazuraoro DHCP tpaduka
(DHCP-snooping) u 3¢wemcmopmb YKa3aHHLI 3alIMTEBM (hVAKIMOHA B X0JC BHSIPECHHSL.

6.1.6. Ilpu IUIAHAPOBAHMA CTPOATEIHHELX Uil PEMOETHBIX Pad0T B CepBEPHEIX MNOMEIIEHHMSX,
CIIEyEeT YYHTHIBATE TPeOOBAHLS l""Hf:mw«L_i«w 10 GPOCKTAPOBAHNIO 3JaHAM W TNOMEIICHWH JUIA
NIEKTPOHHO-BEIYHCIUTENBHEIX MATIIUH (UH 5~/ &),

6.1.7. Ilpu cocTaBieHny NOIOROPA OKABAHHS mh' TA9HED VeV RENOXONWMO YIUTHIBATH YTPO3HI B
COOTBETCTBHH C  O4HKOM  JAHHEIX  yipo© gsonaciioet  wadopmanuy  OCTOK Pocenm
(http://www.bdu.fstec.iu/theat) 1 pucku, CBSIAHHBE ¢ 05Ma5HENS FOIYLAVHA. A T2KKE UPEAYCMOTPETH
KOMIIEHCAIMIO  yITepCa| UOCTABLIAKOM O0ATAMHBIY  VOIUT B COOTRETCTRY@IUSM NOTOBOPE MpPH

X ;

\
HEN0OPOCOBECTHOM WUTH fier

6.1.8. Jins seinonnenys pa€ot mo 1
CHCTEMBI 3aIlUTh HH(poHMaHm; MOT
Cilydae IPHBICYEHHS TaKwx Opran
HCHOJHUTEISAM paboT:

\CHOJHEHAHHA 0083a1¢IbCTh

SHCEDEHUFD, COTIPOBOXKIICHWIO, 06C.T!Y)KI/IB&HI/I}C
{ S UANE AP ORATHOIC Oplailld3alyy. I
creaviomux TpeCoBaHUM &




- Jus  BeI
KpUIITOrpadHyecKoi 3
OCB Poccuy;

- Jis tipe
YCIIYT CBSI3M;

- Hns mpo
UH(OPMAIIUK KCIOIHUT

ONHEHHSI PaboT TO YCraHOBKE. OGCAYVHHUZAHUIO M PEMOHTY CpEICTB
(ATl MHPOPMALN Y HCHOHHTE b HOIBKEH AMETh COOTBETCTRYIOUIYIO JIMIICH3HUIO

OCTABJICHUA YCJyI CBs3¥ HCNQIRUATENE AOJOKCH UMETH JIMLEH3UIO HAa OKa3aHHUE

ENEHU PaOOT N0 yClakuBKe, OOCIYKHBAHUIO U DPEMOHTY CPENCTB 3aIIATHI
JIb JOJDKEH HMETh COOTEET CIBVIOYIO muuedsurc DCTAK Poccun.
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La

Ipunoxerne Nol.2. k IMooxkennro 06 obecrnedenuy -
: UHOPMATTHOHHOM 6e3omacHOCTH U 3almre
NEPCOHATBHBIX  JaHHBIX B  aBTOMATU3HPOBAHHOM
cucTeMe ['ocynapcTBeHHOro GIOKETHOTO YIpEeXKICHHS
Pocrosckoii obimacti «Jlerckas roponckas GonbHHIA
Nel» B r. Pocrore-na-Jlony

(OBPA3EI dusuyeckoe imiio)

COI'VTAIUEHIE
0 COOJIIOeHNH NPABH 1 0JecTieyeHust HHGOPMALEOE 0 (E30TMACHOCTH B ABTCMATHZUPOBAHHOM
cucreme I'ocynapersentoro Srosmernoro yapenueinia Poeroncxoit obaacru «/Jerckas ropoackan
‘ Ocabauna Nel» i 1. Pocivse-na-JRony

HMeHyeMOoe B gankHelinew «Paboromatens» B JIHIE
JEHUCTBYIOIIETO HA OCHOBAHV M » C OTHOU CTOPOHEL K

(bamymst. e, oTyecTRO)

(HOMKHOCTE)
HMEHYEMBIi (-as1) B Janbdeiimem «PaboTHuK», ¢ Apyroi CTOPOHBL, 3aKFOYMIIMA HacTosmee CorlameHy:
0 TOM, 4TO:

1. PabotamKy OymeT NpesoCTaBOEH AOCTYyH K OGBEKTaM 3aildibl YapexneHus, B TOM 4YHCIE K
KOHQHM/CHIMATLHOM HE(pOpVALyK, JUIS  BBIIONHEHHS PaGOTHHKOM — CBOHMX (bYHKITHOHATBHBIX
003aHHOCTEH, COTIIACHO saHHMAEM O AOJURROCT M.

2. PaGoTHUK 06s13yeTCs:

=% HE OCYIIECTBIIATh ~ HECAHKIHOHKWPOBAHEAE  1ONbIIKH  JOCTVIia K  KOH()WACHIMAILHOM
MH(OPMAL|H, B TOM YHCII€ TePCORaIbALIM JAHHBIN, TIENeAdYy KON(A ISAIHATHON HEBOPMALHY, B TOM
YHCIIE IEPCOHANBHBIX JAHHEIX 10 HE3aIMIICHHBIM KaHAIAM CBSI3H;

= HE pacKphIBaTh (HE TEPENaBalb) TPCTHEM [[HIIAM, JAHILC O COCTASS M CTPYKTYPE. METodax M
croco6ax 3amuTel HEGOPMAIFY. PABHO K2K U C2MY KOH(MMIENIY 2M-HYI0 HHOOPNMAIMR, MONYIEHHYO B
XOA€ HCHONMHEHUS (QYHKIVOHANBENEX 0f8s20raoticii (Su UCKIKISHHEM CIywaeB, IpPeXyCMOTPEHHEI:
DenepanbHBIM 3aKOHO AT SN 5CTBON );

= COOMIONATE  YCT:{HOBNGHN! € mparnae  ofecrededa  HHPOLMANHOHHON  He30MacHOCTH.
HalpaBlieHHEIE Ha  ofecmederte  “OGEKTRAN0M0 & O 2p2Goifzoro  (DVHKIMOHMPOBAHKS
ABTOMATH3MPOBAHHON CHCTeMLI YUPEKOSHMS, A T2XKe Ha 22i{d1y [IepPCOHAIBHBIX IAHHBIX W HHOP
KOHQUASHIHATBHOM HH(OPMAIH;

= HE Hapymarb CROMMH JeHcTBusIMu pabotocrnonCHOCTH CUCTeMB! 3aIidTHl WH(OpMaluH b
TEXHOJIOTUYECKHUH NIPOTIECC B IIATIONM:
= He M3BJICKATh K3 GBTOMaTHZHPOBAHHCY CUCIeMb! Y 4peKIeHI Kakie-Ti00 MaTepualbl, JaHHEIE,

AOKYMEHTBI U HOCUTENH 2T 2en o wrhaopv 2w,

3. PaGOTHHUK TOATBEPKAAET. UTO:

- OH (0Ba) O3HaKOMIieH(-a) ¢ Tiparry@avMH ofeciederrs nAQOPMANMOHEON 6e30IaCHOCTH B
aBTOMATHU3UPOBAHHOM CHCTEME YUDEXTEHUS OTPEWEeEHLIMI B HONME THRHO-TIPABOBBIX aKTaX;

— OH (OHA) He MMEET nepel KeM-THG0 BrHkaxiiz o0a32TemeTR, ¥OTOPSIe BXOJIST B IPOTHBOPEYHE C
HacTosuM CornameHHeM FIIF OTPAaHUYUBAID™ er0 (22) Ied e ThH0cTh B Y UPe TEHHH.

PercrrmnTar cronoew
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i Hpunoaerne Nel.>. k THonoaerno o6 obecrneueHun
i MHGOPMALKOHHOK 0€30MacHOCTH u 3alIuTe
[CPCOHAILHBIX  A@HHBIX B aBTOMATHU3HPOBAHHOM
‘ CHCTEME Uy {2pCIBEHEOTO GIOMKETHOTO YIPEKICHHMS
Pocroackoi ofnactn «Jlerckas roponcxaﬂ GonbHHULE
Nel» B r. Pocrose-na-/ony

(OBPAEL wpuumeckoe JHL0)

COI'VLALUEHIL

0 colIIo e HuH npamm odecnieyeHusi nmjuopmnwumzm. 0e30M4CHICTH B aBTCMATHZHPOBAHHON
cHucTeMe Focynapcmemmm OIO[KeTHOr O yHupe, et ¥ Pucrosexoii ofaaeru «Ierckan ropogckas
Goabmmnz Nei» 1 . Poctose-na-Jiony

HMCIyTMCe B JEILHEHHIEM ((Y‘Ipe)K]_ICHI/IC» B JHIE

: JEUCTBYIOIIETO Ha  OCHOBaHuu 24P ! £ OITHOM CTOPOHBI U
; BHIle, | Lk ZCIBYIOHIETO Ha OCHOBAHHH 516

JAPYTO# CTOPOHL. '%31('1‘0‘"1"/’ HACTOMINES COTIT H? 0 T2M, IT0:
Ilpu oxasaHwm ycnyr Texmwuscroff rinmuen: 1o - poroscpy M 0T -
BymeT TREROCTARLCY  UACTVIL P BTOMATUHPOB2HHON CHCTEME

VYupexnenus,

ofs2yeTCs”

= HE OCYMIECTBIATH HECABKIHOEMPORAHHLC  TIOIAITKY  NOCTVA2 ¥ KOH(DMACHIHAIBHO.
MH(pOPMAIH, B TOM YHCIE IIEPCOEAUIBHEN JIHNT reperiny xonhmenuvansHoli nHQONMALEH, B TO!
9HCIIE IEPCOHANBHBIX JIAHHBIX TT0 HERAUMUIIAITHEINV ¥AHA T2 SRARY,

o HE PacKpBIBATEL (HE TEPEN2RATh) Tpet-rs T7UsN  IIH¥T2 0 COCTARE W CTOYKTYPE, METONaX M
crocobax 3almTel uH(bopMaupm PaBHO ¥2K ¥ C Y ¥OIhWIeHT 2 m 1y MHOPMANTIO. TONYYEHHYIO B
XO/I€ MCIOIHEHHUS (YHKIHOHAIBHBIX o6¢3’mnoc T2l (32 MCKTEDUEHHeM . CITy4YaeB, MPeLyCMOTPEHHBIX
@enepanbHBIM 3aKOHOIATEBCTBOM )

— COOMIONAaTh  YCTAHOBNEHERIE np2pyme  oHecreverns  wHBODMANMOHHON — 6Ge30MacHOCTH,
HanpaBleHHElE Ha  ofecmeuerwe  >bdertrpriora @ GecmepefoiiForo  YHKIMOHAPOBAHHS
ABTOMAaTU3UPOBAHHOM CHCTEMBLI YUDENIeHUs. A TAYNE 1A 12TV TencOHAIBHBIX JAHHBIX M HHOU
KOH(HUIEHIHATEHON uHpOPMaIUK:

= He HapyIaTh CBOHMH JeffcTBUAMY: "3BOTOCTACORIOCTY,  CTOTeVET 3AIUMTET MH(OpPMAIMH |
TEXHOJIOTHYECKHUI MPOIIECC B LEIONM:

- HE H3BIICKATh U3 ABTOMaTHRIADOBAHHON CHCTeMEl YUpPEKICHNS KaKue-Tub0 MaTepualisl, JaHHbIe

o

AOKYMCHTBI U HOCHUTEIIN ”‘3IJJT’VI'I°PNOk BPONMAITAHA,

HOI[HPIC&HHCM HACTOAINETO COTJNATICHUY ___ BppaxacT cCorjlacue Cc

BCEMH Tp660BaHPI}IN'I/I 3alinTh! ij)opmaunﬂ R nRTOMaTH'i(/IW)BaHHOH CHUC "‘(;'Me Y YPEWKACHHS.

PexBu3urel CTOPOH
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Hpunoxenne Nel.7. k [onoxennto 06 obecnevennn
THPOPMAIHOHHOM HezomacHocTH u 3aIuTe
[ICPCOHATIBHBIX ~ J@HHLIX B aBTOMATH3HPOBAaHHOMN
cucTeMe ['0CyIapcTBEHHOTO BHOKETHOTO YIPesKIeH s
Pocrorckoli obmacty «/leTckas roponckas GONbHMIA

i Nel» B 1. Poctoe-na-Jlony

(OBPA3EI)

AKT Ne

Komwuccus B CocCTaBe:

Ilpencenarens KOMUCCHE — OTBETCTBEHHBIH 3a OPraHM3aluio 3amuTe YHdGopManuu u odpabotku 1)1

Ynens! komuccuw:
= Amauancrpalop MidopMarmMeAr 0 3620 Tac oL T

— Ilosip30BaTens:

COCTaBMJIa HACTOAIIMHA axKT o TOM, 4YTO IIEPEYHUCIICHHBIE HOCHTEIU I/IH(bOpMalII/II/I / JaHHbIE ¢
OEPEUYMCIIEHHBIX HOCUTEIICH I/IH(I)OpMaI.[I/II/I MOJICKAT YHHUYTOIKECHAIO y CTAPAHHIO.

V4aerHsrit I{pyrauHa yHHYTOKEHUS ~ Ilpouzsomumas
(MHBEHTapPHBIH) WU CTUPAHUS Tun MHM, nokymenta oleparus (CTUpaHHeE.
HOMEp. UHpOpMALTT YHHYTOXKEHHUE )

Tt 2 3 4

VYyeTHbIE JaHHBIC Hocheneﬁ, IEPEN YHUUYTOXECHUEM JAFHBIX CBEPUIIM C 3aIIMCAMU B aKTe. 3amuiaemas
I/IH(I)OpMaHI/IH MOJIEIOCTBIO YHAYTOXKCHA CPEIACTREM!T I'aPaH TUPOBEHHOIC YHAYTOXCHHUA JaHHBIX B COCTABE

CPEACTBA 3aIUWTEl HH(OPMAIMY 0T HECAHKIHOHKPOBAHHOO A0CTyIIA . Konrponp orcyTcTBUS
OCTaTOYHOM HMHQOPMaIUy I'pOF22eder amamiicoeropors 45 ¢ MCTIONE30BAFIEM CPECTBA aHATH?3:
3alUIIEHHOCTH ‘

HITH ecnu ymancrviii Hocumens, mo:

YueTHEIE JaHHEIE HOCUTETIEH, NEpEeN YHUUYTOXCHNEM OAaHHBIX CRSPHIIM C 3aIIMCIMH B aKT€ U MOJIHOCTEE"
YHHYTOXHUIIHA IIYTEM CXKUT'aHUS.

dUO IMoxmuce
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Hpuaosenne Nol.8. x [Monoxeruo 06 obecmeveHnn

HEhOpPMANY OHEON OesonacHoCcTH

3aluTE

" [ICPCOHAIPHBIX  JAHHBIX ' B aBTOMaTI/I?)I/IpOBaHHOﬁ

cucTeMe ['0CyIapCTBEHHOTO GIOKETHOTO YUPEKASHHUS
Pocrosckol obmacti «JleTckas roponckas GONbHUIA

Nel» B 1. Poctose-na-Jlory

(OBPA3EIT)

i IIVIAH PE3REPBHGT O KOTTAPOBAHMST
. 1 I ¥ R s i e » ¥ AT Mecto
Hudopmauunonnbie YpoBenb Tun pezepeHoiro ; CpeacrBa Bpewms: b
pecypcbi KO}IIHpOBaHl/lﬂ HOCHTeJIsI | KOMVIPOE A HIS] KOTAPOBAHMS l:comm
B Loty R e S
_________ A
k {L =)




